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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-02

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:
TFN.2023.329

Tjansteskrivelse — Forelaggande enligt
Miljobalken om provtagningsplan Ljusseveka 2:23
med flera

Arendebeskrivning

Kommunstyrelsen beslutade 5 september 2023 § 278 att ge
teknik- och fritidsndmnden 1 uppdrag att for Varnamo kommuns
rakning redovisa forslag till provtagningsplan enligt
foreliggande fran samhillsbyggnadsndmnden den 18 augusti
2023 samt att redovisa provtagningsplanen till
samhiéllsbyggnadsnimnden senast 14 februari 2024.

Forslag pa provtagningsplan redovisades den 29 oktober 2024
till kommunstyrelsen som den 3 december 2024 ldmnade
forslaget till samhallsbyggnadsndmnden.

Kommunstyrelsen beslutade den 3 juni 2025 att forelagga
teknik- och fritidsndmnden att fortydliga vissa delar 1 forslaget
till provtagningsplan. Med anledning av detta har
provtagningsplanen reviderats och ska nu redovisas till teknik-
och fritidsndmnden samt till kommunstyrelsen.

Fastigheterna som berors ar Ljusseveka 2:23 samt delar av
Ljusseveka 2:1 och 2:2. Planen skulle omfatta en miljoteknisk
undersokning avseende mark, grundvatten, ytvatten och
sediment pé och 1 anslutning till fastigheten Ljusseveka 2:23.

Konsultfirma har utifrdn provtagningsplanen uppskattat en
budget for att genomfora miljéundersdkningen pa cirka 400 000
kronor. Till det berdknas cirka 150 000 kronor for internt arbete
pa forvaltningen. Kostnadsbeddmningen &r initialt cirka 550 000
kronor men den kan, beroende pa omfattning och svarigheter i
mark och geotekniska forutséttningar, fordndras. Darfor ar det
lampligt att anvisa dven budget for oférutsedda kostnader med
150 000 kronor.

Se dven under rubrik Utredning.
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-02

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:
TFN.2023.329

Beslutsforslag

Teknik- och fritidsforvaltningen foreslér teknik- och
fritidsndmnden besluta

att ldmna den reviderade forslaget till provtagningsplan
Ljusseveka 2:23 med flera till kommunstyrelsen samt

att foresld kommunstyrelsen att bereda fragan om finansiering
om 700 000 kronor i kommande budgetprocess for att utfora
den miljotekniska undersokningen.

Helena Nyberg Jesper du Rietz
Kvalitets- och utvecklingsansvarig ~ Forvaltningschef
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-02

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:
TFN.2023.329

Utredning

Kommunstyrelsen beslutade 5 september 2023 § 278 att ge
teknik- och fritidsndmnden 1 uppdrag att for Varnamo kommuns
rakning redovisa forslag till provtagningsplan enligt
foreliggande fran samhillsbyggnadsndmnden den 18 augusti
2023 samt att redovisa provtagningsplanen till
samhéllsbyggnadsnimnden senast 14 februari 2024. Teknik- och
fritidsforvaltningen bestillde arbetet med provtagningsplan fran
konsultfirma. Redovisningen av planen forsenades, men dispens
av tidsforseningen godkindes 1 direkt dialog mellan teknik- och
fritidsforvaltningen och samhillsbyggnadsforvaltningen.
Forvaltningarna forde dven dialog om innehall 1
provtagningsplanen och omfattning av kommande provtagning
och provtagningsomrade.

Forslag pa provtagningsplan redovisades den 29 oktober 2024
till kommunstyrelsen som den 3 december 2024 ldmnade
forslaget till samhéllsbyggnadsnamnden.

Kommunstyrelsen beslutade den 3 juni 2025 att foreldgga
teknik- och fritidsndmnden att fortydliga vissa delar i forslaget
till provtagningsplan. Med anledning av detta har
provtagningsplanen reviderats och ska nu redovisas till teknik-
och fritidsndmnden samt till kommunstyrelsen. Revideringen
berdr bland annat fortydligande kring analyser och utokning av
antal provgropar.

Fastigheterna som berdrs dr Ljusseveka 2:23 samt delar av
Ljusseveka 2:1 och 2:2. Planen skulle omfatta en miljoteknisk
undersokning avseende mark, grundvatten, ytvatten och
sediment pé och i anslutning till fastigheten Ljusseveka 2:23.
Virnamo kommun dger inte fastigheten men har varit
verksamhetsutovare och bedrivit verksamhet som fororsakat
misstanke om fororening och dr dirmed huvudman 6ver det
fororenade omradet.

I det ursprungliga foreldggandet fran
samhéllsbyggnadsforvaltningen stér att provtagningsplanen ska
omfatta en miljoteknisk undersékning avseende mark,
grundvatten, ytvatten och sediment pd och i anslutning till
fastigheten Ljusseveka 2:23 och den planerade undersdkningen
ska utforas i enlighet med MIFO fas 2.
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-02

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:
TFN.2023.329

I samband med framtagning av provtagningsplanen har teknik-
och fritidsforvaltningen dven begirt ett utkast till budget for att
genomfora undersokningen. Konsultfirman har utifrdn
provtagningsplanen uppskattat en budget for att genomfora
miljéundersokningen pa cirka 400 000 kronor. Till det berdknas
cirka 150 000 kr for internt arbete pa forvaltningen.
Kostnadsbeddmningen ér initialt cirka 550 000 kronor men den
kan, beroende pd omfattning och svarigheter i mark och
geotekniska forutsattningar, forandras. Darfor dr det lampligt att
anvisa dven budget for oforutsedda kostnader med 150 000
kronor.

Beroende pa utfall 1 undersokningen kan det ocksa bli aktuellt
med atgérder efter provtagning sdsom sanering, rening etcetera.
Kostnad for det dr helt beroende av vad som framkommer 1
resultaten fran provtagningen och gér inte att prognostisera i
dagslaget. I nuvarande budget hos teknik- och fritidsndmnden
finns inte medel for att genomfora den miljotekniska
undersokningen eller praktiska atgérder som foljd av
utredningen.

Den reviderade provtagningsplanen beddms rymmas inom
ovanstaende budget.
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Provtagningsplan
Ljusseveka 2:23 m fl
Varnamo

Miljoteknisk undersokning avseende mark,
grundvatten, ytvatten och sediment

Reviderad augusti 2025
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Foto: Jonkopings Lans Museum. Digitalt arkiv.
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2024-10-01

1  Inledning

Uppréttad av: Sandra Pettersson, Louise Johansson
Uppdragsnummer: 30073783

1.1  Administrativa uppgifter Uppdieg: MM Lisssveka 223 m 1 Vi
Fastighetsbeteckning: | Ljusseveka 2:23, 2:1 och 2:2 Uppdragsledare: Louise Johansson
Adress: Ljusseveka Tennishall 1

33134 Varnamo
Fastighetsagare: Varnamo Tennisklubb (Ljusseveka 2:23)

Varnamo kommun (Ljusseveka 2:1 och 2:2)

Bestéllare: Varnamo kommun, Teknik och Fritidsforvaltningen
Helena Nyberg och Linda Henriksson

1.2 Bakgrund

Pa fastigheten Ljusseveka 2:23 samt delar av Ljusseveka 2:1 och 2:2 i
Varnamo har verksamhet med tegelbruk (Varnamo Tegelbruk) bedrivits fran
1898 och fram till ca 1970. Darefter har Varnamo Raddningstjanst anvant
omradet och kommunen har utfort rivning. Numera anvands fastigheten
Ljusseveka 2:23 av Varnamo tennisklubb och inrymmer tennishallar och
utomhusplaner fér racketsport.

En historisk inventering och dversiktlig miljéteknisk undersdkning gjordes 2018
av Rambdll Sverige AB, delvis med anledning av planerad byggnation. Omradet
Oster om byggnaden sanerades i samband med tillbyggnation av tennishallen
2018. En schaktsanering med tillhérande kontroll av mark utférdes aven av
Peab i samband med byggnation av vag 151.

Samhallsbyggnadsnamnden i Varnamo kommun har 2023-08-18 alagt
Varnamo kommun att redovisa en provtagningsplan for miljoteknisk
undersokning med ambitionsnivan MIFO fas 2, omfattande mark, grundvatten,
ytvatten och sediment pa och i anslutning till fastigheten Ljusseveka 2:23.
Omradet ligger inom inre skyddsomrade for Varnamo kommuns
huvudvattentékt, Ljusseveka.

Miljoenheten har i e-post 2024-08-27 fortydligat att "provtagningsplanen ska
omfatta det omrade pé fastigheterna dar verksamhet har bedrivits, samt
eventuella utsléapp till ytvatten”. De har vidare preciserat att Det priméara syftet
med provtagningarna &r att undersoka eventuell paverkan fran
branddvningsplatsen, men eftersom flera av analysparametrarna aven omfattar
de amnen som kan uppkomma vid tegelbrukets verksamhet s& kommer aven
den verksamheten att omfattas. Varnamo kommun var aven ansvariga for
rivningen av byggnaderna och miljdenheten anser darfor att de kan ses som
verksamhetsuttvare for det avfall som uppkom i samband med rivningen. Detta
innebar att &ven gropar som fyllts igen behdver undersokas.

1.3  Uppdrag och syfte

Sweco har fatt i uppdrag av teknik och fritidsforvaltningen vid Varnamo kommun
att ta fram en provtagningsplan fér dversiktlig miljoteknisk undersoékning av
fororeningssituationen enligt MIFO fas 2 eller forstudie (om sa éverenskoms).

Sweco Unit no. 620-623, 6th Floor, Tower-A Sweco India Private Limited
WWW.swecogroup.com IN 12203 Gurgaon India RegNo CIN U74140HR2007FTC036942
India Styrelsens sate Gurgaon India

Dokumentreferens Provtagningsplan Ljusseveka Slutversion 2024-10-01_rev 2025-08-27slutversion 5/22



Syftet med undersokningen ar att undersdka féroreningssituationen med
avseende pa mark, grundvatten, ytvatten och sediment och i synnerhet
avseende fororeningar som kan paverka narliggande skyddsobjekt.

1.4  Organisation

Provtagningsplanen har tagits fram av Louise Johansson som &ven genomfort
platsbestk, Sandra Pettersson och Anna Paulsson fér handlaggning och
ritningar samt Martin Fransson for diskussion av strategi samt slutlig
kvalitetsgranskning. Angelica Fager har medverkat i den slutliga revideringen av
bilagor.

2  Omradesbeskrivning

2.1  Lokalisering och planférhallanden

Ljusseveka 2:23 och kringliggande fastigheter ligger utmed Lagan i norra delen
av Varnamo tatort, Figur 1. | norr gransar omradet mot Lagan och i séder mot
fotbollsplaner, akermark och skogsomraden. | nordvast tangerar den nya
forbifartsvagen tillhérande riksvag 151 omradet.

Omradet &r inte detaljplanelagt, &ven om det varit verksamheter i omradet
sedan slutet av 1800-talet. Omradet ligger delvis utanfor VA-natet for Varnamo
och har kommunalt spillvatten och vatten, men inte kommunalt dagvatten.
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Figur 1. Oversiktlig karta. Fastigheten Ljusseveka 2:23 m.fl. & markerad med bla cirkel.

2.2 Mark- och grundvattenforhallanden

Berggrunden i omradet bestar enligt SGUs kartvisare av granit. Det finns en
lokal deformationszon i nord-sydlig riktning som féljer Lagans stréackning.

Jorddjupet till berg ar enligt SGUs jorddjupskarta 30-50 meter. Lokala
variationer noteras, med mindre an 20-30 meter till berg vid borrning strax norr
om Lagan.
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Jordlagren utgors av glacial grovsilt-finsand och utmed Lagan alvsediment av
samma jordart, se Figur 2. Rambdll anger att marken kan vara utfylld av
fylinadsmassor, vilket noterades okulart vid Swecos platsbesok, i synnerhet i
norr mot Lagan.

Vaster och sydvast om omradet finns ett omrade med torv pa drygt 100 ha
(Lansstyrelsens objekt ID FO5D8101). Enligt flygbilder sammanfaller detta delvis
med information om lertékten till tegelbruket 6ster om fotbollsplanerna utmed
Prostsjovéagen.

Den ungeféarliga stromningsriktningen for avrinnande dagvatten &r svagt at norr,
nordvast och vast mot Lagan enligt Ramboll. Sweco noterar fran topografiska
kartan att grundvattenstromningen i omradet kan vara riktad at soder pga
genomsléppliga jordlager och Lagans flode at soder samt fallande markniva at
soder. Sydvast om omradet noteras flera korvsjoar som vittnar om Lagans
historiska meandring i omradet.

Grundvattenmagasinet utgors av en sand- och grusférekomst med i vissa delar
ovanligt goda uttagsmojligheter. Magasinet utgdr Varnamo kommuns
huvudvattentékt och vattenverket ligger ca 300 meter sydvast om aktuellt
omrade.
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Figur 2. Jordartskartan beskriver glacial grovsilt-finsand (gront) och &lvsedeiment (orange), till hdger
torv och omrade for tidigare lertakt. Héjdkurvor och riktning pa dike/back at nordost med mynning i
Lagan kan noteras.

2.3  Skyddsobjekt

Lagan meandrar utmed omradets norra sida och i sydvast finns flera korvsjoar i
terrangen som vittnar om annan historisk strackning av an.

Varnamo kommuns huvudvattentékt och vattenverket Ljusseveka ligger ca 300
m sydvést om fastigheten Ljusseveka 2:23.

Den historiska verksamheten i omradet gor att kulturminnesvarden kan behéva
beaktas.

Dokumentreferens Provtagningsplan Ljusseveka Slutversion 2024-10-01_rev 2025-08-27slutversion

@
SWECO ?

2024-10-01

Uppdragsnummer 30073783
Uppdrag MMU_Ljusseveka 2:23 m fl Varnamo

7122



3  Beskrivning av objektet
3.1  Historik

3.1.1 Varnamo Tegelbruk

Varnamo Tegelbruk hade verksamhet pa platsen mellan 1898 och 1970.
Tegelbruket hade framst verksamhet pa Ljusseveka 2:23, men takter berérde
aven mindre del av Ljusseveka 2:1 och 2:2 i vaster och sydvast. Utfylinad efter
rivning av tegelbruket verkar ha skett i norr och mot nordost, mot Lagan och
nuvarande Riksvég 151.

Information nedan har inhamtats via Historiska Sallskapet Gamla Wernamos
tidskrift Wernamo-Posten nr 1 och 2, 2012.

De stora groparna intill bruksomradet utgjorde sandtakter, vilka delvis har
planats ut och anvands idag for tennisplaner, eller kan ha fyllts igen. Lertakten
med moranlera lag sydost om bruket, sparen syns &nnu i terrangen. Lerlagren
uppgavs vara ca 5 meter djupa och beraknades vid den tiden racka till 100 ar
av tegelproduktion.

Leran gravdes for hand och senare med gravmaskin, lastades pa vagnar och
drogs till tegelbruket av ett litet lok. Vid bruksbyggnaden drogs vagnarna med
hjalp av ett spel upp p& andra vaningen. Leran tippades ner i en kvarn dar den
blandades med sand men dven sagspan och vatten till ratt konsistens. Darefter
formades tegelstenar som lyftes upp i det fyra vaningar hoga tegelforradet. De
klibbiga stenarna placerades ut pa hyllor for att bli klara att brannas. Infor
branning staplades teglet in i den stora brannugnen (40*60 meter) med ca 15
portar som murades igen for varje branning. Antracit i grusform (steget mer
forkolat an stenkol) anvandes som bransle och halldes ner dver teglet via luckor
i ringugnens tak. Branningen tog sedan 5 dygn. Normalt var 2-3 dygn smokning
vid ca 120°C foér att driva bort vatten samt 2-3 dygn for branning vid temperatur
omkring 1 000°C och darefter ett par dagar for avsvalning?®. Resultatet var en
pords, isolerande tegelsten eftersom sdgspanet hade brants bort.

Vid Ljusseveka kvarn fanns en bro éver Lagan "Rallebron” med smalsparig
jarnvag. Ett fotogendrivet lok drog vagnarna med tegel fran bruket, dver Lagan
och uppfér vid Sandgatan for att korsa Jonkopingsvagen (davarande riksettan)
till omlastning till ordinarie jarnvag. Det hande att vagnar slappte i
uppforsbacken och den skarpa kurvan och da for ner i Lagan.

1 Tegeltillverkning — Wikipedia
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3.1.2 Varnamo Raddningstjanst, forrad och brandévning 2024-10-01
En tidigare inventering enligt MIFO fas 1 har genomfdrts. Enligt Rambdlls Uppdragsnummer 30073783
rapport anges att det pa en situationsplan 1976 fanns tre rékévningsrum, lager Uppdrag MMU_Ljusseveka 2:23 m fl Vamamo

for brandkaren, verkstad, pannrum m m i lokalerna. Enligt muntlig uppgift fran
intervju med Raddningstjansten fanns fordon (bl a ralsbussar) uppstallda for
slackovningar ndgonstans i omradet under 1970-talet. Det fanns aven ett
containersystem som stod pa byggnadens baksida, vasterut mot Lagan, dar
man hade slackévningar. Pa asfaltsplanen pa byggnadens Ostra sida hade man
under 1980-talet 6vningar med vatten och skum. | detta omrade finns en
dagvattenbrunn dar PFAS har pavisats 2018. Framst fibrésa material ska ha
eldats. Vatten och skum rann till bade dagvattenbrunnar och ut i omgivande
mark. Mellan 1983-1985 genomférdes dvningar varannan vecka med ca 3 liter
branddvningsskumttillfalle. Mellan 1985-1990 genomférdes ca 8 évningar/ar.
Enligt raddningstjansten anvandes endast syntetiska detergentskum under
1980-talet, vilka inte inneholl hdgfluorerade amnen (PFAS) utan bestod av
tensider, och glykoler/glykoletrar. Kunskapen om 6vningarna pa 1970-talet ar
liten. En kommentar till detta frdn Sweco ar att samma tankar och slangar kan
ha anvants och att dessa kan ha bidragit med férorening anda.

3.1.3 Flygbilder

Historiska flyghilder fran 1972, 1982, 1993, 1998 har bestéllts hos Lantmateriet
for att om mojligt urskilja lagen for branddvning, byggnader eller andra
aktiviteter. Inga verksamheter kopplade till brandévning noteras pa bilderna.
Den norra delen av tegelbruket revs uppenbarligen enligt en analog flygbild i
Geolex (Lantmateriet) fore 1970, huvudbyggnaden éverensstammer med den
bestallda flygbilden fran 1972, se Figur 3 och Figur 4.

i

-~ (’.

Figur 3. Flygbild 1972, norra delen av Tegelbruket har rivits, ny tegelbyggnad som finns idag. ©Lantmateriet
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Figur 4. Flygbild 1982, efter rivning av tegelbruket och syns gor de tegelbyggnader som brukades av
Varnamo raddningstjanst for forrdd och brandévning mm, vilka fanns 1970-72.

3.2 Nuvarande verksamhet

Sedan omkring 1990 bedriver Varnamo Tennisklubb sin verksamhet pa
fastigheten Ljusseveka 2:23 och i den tidigare disponentvillan pa Ljusseveka
2:22 har IFK Varnamo sin klubblokal. Omgivande mark i norr mot Lagan och
narmast i vaster och oster (Ljusseveka 2:2) utgors av gronomraden och
friluftsstrak som &gs av kommunen.

3.3 Platsbesok

Vid platsbestk av Sweco 2024-05-08 noterades tidigare lagen for brandévning
och hur omradet ser ut och &r tillgangligt fér undersokning idag.

Ostra sidan av byggnaden som anvandes som 6évningsplats for vatten och
skum, Figur 5. Vatten och skum rann till dagvattenbrunnar samt infiltrerade i
omgivande mark. Enligt uppgifter i MIFO-blanketten leddes dagvatten troligen
direkt till Lagan. Ovning skedde ocksa vid invallning pd norra sidan byggnaden,
mot Lagan, Figur 6. Till hoger &r bilder fran platsbesoket.
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Figur 5. Ovningar ska genomférts i och framfor byggnaden (vid balkongen och armaturen). Pa den
svartvita bilden syns dagvattenbrunn R1809 framfor tidigare port. Till hoger bild fran platsbesok maj
2024 dar balkongen syns och den nya tilloyggnaden i gratt.

Figur 6. Muren efter invallning av oljecistern. Invallningen utnyttjades ocksa for évningar. Da fanns
oljecisternen i invallningen som var forsedd med tak. Marken utanfér invallningen &r inte hardgjord.

Marken i norr, mot Lagan utgors av utfyllda omraden med bitvis stort innehall av
rester fran tegelbruket. | Figur 7 visas exempel pa ytlig fylining och pa den
hdgra bilden syns Lagans vattenspegel. | Figur 8 syns en vattenspegel i ett
laglant omrade mot Lagan och dagvattenbrunn med nytt lock utmed grusvagen
precis norr om cisterninvallningen. Ett flertal brunnar noteras i terréngen nordost
om verksamheten, Figur 9.

Figur 7. Typisk bild pa slantfylining mot Lagan i norr.
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Figur 8. Ytvattenspegel pa flack yta mot Lagan, mojligt lage for ytvattenprov for beskrivning av risk
for spridning till ytvatten. Till héger dagvattenbrunn enligt uppgift fran bsv, 2020. Brunnen ligger
precis norr om cisterninvallningen.

Figur 9. Flera formodade dagvattenbrunnar noterades i kringliggande terrang nordost om
verksamheten. Dessa bor kartlaggas och provtas.

4  Tidigare undersokningar och atgarder

4.1  Undersokningar

Flertalet geotekniska undersokningar har utforts i naromradet av olika firmor
mellan 1963 och 2001, dar den sista gjordes av J&W 2001 (WSP) for utredning
av vagomrade. | samband med den understékningen bekraftades ett fororenat
omrade norr om byggnaderna och inom fastigheten Ljusseveka 2:2, mot Lagan.
Utbredningen var ej avgransad i flera riktningar. En miljéteknisk undersdkning
utfordes infor vagbygget (Tyréns, 2009), vilken konstaterade att fyliningen
varierade med upp till 4,5 meter, innehdll tegel, skrot, tjarpapp mm.
Grundvattennivan bedémdes ligga pa 5,5-6,5 meter under marknivan.

En miljoteknisk undersokning i form av MIFO fas 1 och 2 har tidigare utforts pa
uppdrag av raddningstjansten i Varnamo (Ramboll, 2018). Resultaten visade
forhojda PFAS-halter i jord och grundvatten. Vidare patraffades metaller,
alifater, aromater, BTEX, PAH, PCB, PFAS och dioxin i slam frdn en dagvatten-
brunn. Objektet tilldelades riskklass 2 — stor risk for méanniska och miljo.
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En kompletterande provgropsgravning gjordes sommaren 2018 infér om- och 2024-10-01
tillbyggnad i den 6stra delen. Den hdgsta PFOS-halten férekom i samlingsprov
frin R1818+R1821 i det norddstra schaktomradet (PFOS 22 pg/kg TS) och i Uppdragsnummer 30073783

Uppdrag MMU_Ljusseveka 2:23 m fl Varnamo

samma prov noterades aven hdga halter PAH (PAH-H 94 mg/kg TS, PAH-M
88 mg/kg TS) och tunga aromater (34 mg/kg TS), samtliga 6éver generella
riktvarden fér MKM. Resultaten gav rekommendationen att hantera jord ner till
1,5 meter under den grusade markytan som PFOS-férorenade KM-MKM-
massor med undantag for svart skikt som hanteras som PFOS-férorenade
MKM-FA-massor. Underliggande jord innehdll halter <KM.

Resultat fran tidigare utford historisk inventering av byggnader och utférda
undersokningar och atgarder har sammanstallts i bilaga 1.
. P .
!:{_‘k N N
F 0-0,25 PFOSal teraromaler PAH
0,25-0.6 PFOS ot L S0
0,6-1,0 PFOS et & ~ \,'

OIC :n.

F
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Figur 10. Fran provgropsgravning 2018, infér byggnation. Grén = halt <riktvarden for KM, ljusgul =
halt mellan riktvarden fér KM-MKM och orange = halter dver riktvarden for MKM (ur Rambélls
redovisning av provgropar).

4.2  Atgarder

Atgarder utférdes inom det patraffade utfylinadsomradet nordost om tegelbruket
infor byggnation av riksvag 151 (Peab, 2012). Ca 1 575 ton férorenade massor
med férhdjda halter av PAH och zink schaktades bort. PFAS undersoktes e;.

En anmalan om avhjalpandeéatgard inlamnades 2018 infor tillbyggnation av
tennishallens verksamhetslokaler i ster med ett grundlaggningsdjup pa 1,5
meter. Omradet 6ster om byggnaden sanerades i samband med tillbyggnation
av tennishallen 2018. Massor som omhandertogs inneholl Iaga halter av PFAS,
framst PFOS. (Rambdll, 2018)

Ytterligare en anmalan om avhjalpandeatgard inlamnades 2020 med anledning
av ans6kan om bygglov for tv& utomhuspadelbanor séder om tennishallen,
utmed gransen till Ljusseveka 2:22. Miljokontroll gjordes genom att prov uttogs
som samlingsprov pa bortgravda massor (bsv arkitekter & ingenjorer, 2020).
Massor som avlagsnades inneholl spar av PFAS och kvarvarande massor i
schaktbotten var under rapporteringsgransen for analysen. Massorna anvandes
vid sluttéackning av Stomsjo avfallsanlaggning.

| samband med atgarden kartlades interna dagvattenledningar, se Figur 11 men
dessa provtogs troligen inte.
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Ungefarlig strackning dagvattenledning ...till samlingsbrunn for dagvatten
fran padelbanor (i bakgrunden) mot séder...viaster om Tenniscentret  vid slant mot Lagen (norr om fastigheten)

Figur 11. Dagvattenledningar och uppsamlingsbrunn vid Lagan kartlades (bsv, 2020). (Figur 8)

5 Potentiella féroreningar

5.1 Brandoévningsplats

5.1.1 Branschspecifika fororeningar

Enligt Naturvardsverkets senaste version av branschlistan (2025)2: ar de
huvudsakliga branschspecifika féroreningarna hdgflorerade @&mnen, dvs PFAS,
vilket har konstaterats vid tidigare provtagning i omradet samt &ven uppmatts i
l&ga halter i grundvatten vid intagsbrunn till Ljusseveka vattentakt nagra hundra
meter nedstroms omradet.

Per- och polyfluorerade alkylsubstanser (PFAS) &r fluorerade féreningar
bestaende av en alifatisk kolkedja med olika langder dar vate (H) helt eller
delvis bytts ut (substituerats) mot fluor (F). Amnena ingér i en lang rad
produkter, exempelvis fett- och vattenavstdtande impregnering i textilier och
lader, ytskikt i papper och livsmedelsforpackningar, olika fargprodukter etc.
PFAS har anvants i filmbildande skum fér brandbek&mpning sedan 1960-talet
men bérjade anvandas i stor omfattning i slutet av 1970-talet.

Filmbildande skum innehaller ytaktiva PFAS som sanker ytspanningen och
paskyndar bildandet av en ytfilm som lagger sig pa de brinnande ytorna3. Den
ytaktiva egenskapen hos PFAS beror pa att de har en vattenavvisande
(hydrofob) del och en vattenloslig (hydrofil) del. Den hydrofoba delen utgérs av
den alifatiska kolkedjan medan den hydrofila delen utgdrs av den funktionella
grupp som sitter i slutet av kolkedjan. Vanliga funktionella grupper ar sulfonat,
karboxylsyra och sulfonamid. PFAS &r termiskt stabila och svarnedbrytbara pga
den kol-fluorbindningarnas héga bindningsenergi. Detta 6kar deras effektivitet
vid anvandning pa brander.

2 pranschlistan-fororenade-omraden-ar-2025.pdf
3 Kemikalieinspektionen, 2016. Forslag till nationella regler for hogfluorerade amnen i
brandslackningsskum. Rapport 1/16.
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5.1.2 Andra relaterade fororeningar

Branschlistan anger en rad "andra relaterande féroreningar” som typiskt kan

forekomma vid brandévningsplatser; alifatiska kolvaten, aromatiska kolvaten,
bromerade flamskyddsmedel (bl.a. PBDE), dioxiner och dioxinlika féreningar,
ftalater, metaller (As, Cd, Cr, Hg, Ni, Pb, Zn), PAH, PCB, petroleumprodukter
(bl.a. bensin, diesel, reabensin) och VOC.

Enligt EBH-stddet ar objektet noterat som Branddvningsplats med
halogenerade losningsmedel, men nagon dokumentation om anvandning av
klorerade eller andra halogenerade Idsningsmedel finns inte.

Dioxiner tillfors miljon bade genom naturliga och genom antropogena kallor.
Dioxiner bildas vid ofullstandig férbranning och det bor det inte uteslutas att
brandévning kan ha gett upphov till férorening av dioxiner.

Undersokningen bor i férsta hand omfatta parametrar som kan utgéra en risk for
skyddsobjekt och/eller av @mnen som redan har konstaterats vid tidigare
undersokningar. Andra &mnen kan understkas om iakttagelser i falt gérs som
motiverar detta.

5.2 Tegelbruk

5.2.1 Branschspecifika féroreningar

Historisk verksamhet med tegelbruk antas ha kunnat orsaka féroreningar av
framst tungmetaller och PAH. | Naturvardsverkets branschlista 2025 noteras i
kommentar for branschen "Tillverkning av tegel och keramik” att tungmetaller
samt avfallshantering och utfylinader ofta forekommer. De huvudsakliga
fororeningarna anges vara olika tungmetaller beroende pa godsets anvandning
samt PAH (Antracen, Naftalen, Benso(a)pyren) men @ven pentaklorfenol och
trikloreten, dock saknas narmare motivering till de tva sistnamnda.

5.2.2 Andra relaterade féroreningar

Andra exempel pa relaterade fororeningar inom tillverkning av tegel och
keramik som noteras i branschlistan ar; blymonja, impregneringsmedel (bl.a.
CCA), klorerade aromater (bl.a. pentaklorfenol), kvave, I6sningsmedel
(klorerade bl.a. trikloreten), metaller (As, Cd, Co, Cr, Cu, Fe, Mn, Ni, Pb, Sb,
Sn, Ti, U, Zn), PAH, pesticider, petroleumprodukter (bl.a. kreosot, olja), slam,
svavelvate och VOC.

Dioxiner namns inte i branschlistan men tidigare verksamhet med forbranning
kan mojligen antas ha orsakat bildande av férorening av dioxiner.

6  Planerad undersokning

6.1  Ansvarsforhallanden

Enligt Lansstyrelsens EBH-karta beskrivs den primara branschen pa objektet
som brandévningsplats och den sekundéra branschen som tillverkning av tegel
och keramik. MIFO-klassningen ror Ljusseveka branddvningsplats och denna
ska ligga till grund for planeringen enligt férelaggandet.

Ansvaret for brandévningsverksamheten ligger troligen framst pa Varnamo
Réaddningstjanst. Tegelbruket ndmns i férelaggandet, men det motiveras inte
om kommunen har ndgot ansvar att utreda féroreningar som uppkom vid bruket

4 Lansstyrelsen i Jonkopings lans publika Webbkarta (lansstyrelsen.se)
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som lades ned 1970. Ansvar for férorenade omraden som uppkom fére 1969 da
miljoskyddslagen tradde i kraft &r generellt statligt och det bér inte uteslutas att
statliga bidragsmedel kan s6kas av kommunen for utredning av tegelbruket och
eventuella féroreningar kopplade till den verksamheten. For att Varnamo
kommun ska kunna s6ka statliga medel fér utredning kravs en ansvarsutredning
som normalt uppréttas av tillsynsmyndigheten. Nagon sadan finns i nulaget inte.

Kommunen kan ha ett visst ansvar genom att ha utfort rivning av tegelbruket,
vilket kan ha orsakat spridning av féroreningar vid eventuella utfylinader av
rivningsrester i haligheter i omradet och i slanten mot Lagan. Den norra delen
av tegelbruket dar tegelrester noteras i marken revs dock fore 1970 enligt
flygbilder. Det &r ocksa svart att avgéra om tegelresterna i omradet kan
héarledas till den aktiva driften av tegelbruket, fram till 1970.

6.2  Strategi

6.2.1 MIFO fas 2

I MIFO-inventeringen framstar PFAS som huvudsaklig riskférorening. Marken i
omradet har undersokts tidigare och PFAS har noterats, liksom lager med svart
utfyllnad och halter av saval PAH som aromater. Vid vagbygget noterades zink
och PAH i fyliningen och i slam fran en brunn pétraffades 2018 metaller, alifater,
aromater, BTEX, PAH, PCB, PFAS och dioxin. Vid platsbestket noterades
utfyllda slanter mot Lagan.

MIFO fas 2 ar en oversiktlig undersokning av fororeningssituationen pa platsen.
Syftet &r frAmst att kontrollera om det finns féroreningar och i vilka halter dessa
forekommer, for att kunna gora en sékrare riskklassning for fortsatt prioritering
av objekt som behover utredas vidare. Samhallsbyggnadsnamnden har forelagt
om MIFO fas 2 dar jord, grundvatten, ytvatten och sediment ska inga. Swecos
antagande ar att foérelaggandet i forsta hand avser brandévningsplats och dar
aktuell féroreningsproblematik och risker. For dvriga fororeningar (tegelbruk)
har kommunen troligen inget eller litet ansvar. Fokus bor darfor till 6vervagande
del ligga pa branddvning och PFAS men inkludera @mnen och utfylinader som
sedan tidigare har pavisats eller kan finnas vid aktuell typ av verksamhet.

Givet omradets storlek och manga tankbara undersokningsparametrar ar
Swecos forslag till strategi att genomféra undersdékningen stegvis, med flera
kompletterande metoder och inkludera samtliga medier som miljdenheten
foreslar for att undvika att missa nagon betydande férorening. Detta ger en
ambitiés MIFO fas 2. Sweco och teknik- och fritidsforvaltningen har beaktat
miljoenhetens synpunkter men haller inte helt med om att utfylinader maste
undersokas i alla tankbara lagen i en MIFO-undersdkning som ar en dversiktlig
undersokning. En provgrop vaster om tegelbruket har lagts till pa inrddan fran
miljenheten, dock forefaller det fortfarande vara en halighet i aktuellt lage.
Viktigast &r att 6versiktligt identifiera forekomst av féroreningar eller olika
innehall av féroreningar utfylinader, inte att detaljkartlagga utbredningen av
utfylinader. Provgropar och provpunkter kan vid behov laggas till i falt for att
uppfylla syftet och beroende pa misstanke om férorening och/eller avvikande
utfylinader.

Forslagsvis inleds undersdkningen med 6versiktlig provtagning av ytliga
jordlager i anslutning till de ytor dar branddvning kan ha férekommit och skum
och vatten kan ha infiltrerat i mark genom ytavrinning.

Jordlager med rivningsrester i utfyllnadsomraden utmed Lagan, samt andra
bedomda utfyllnadsomraden/haligheter bér undersokas 6versiktligt avseende
innehall av féroreningar. Undersdkning av fyllning gérs med fordel genom
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provgropsgravning sa att fyllningen kan dokumenteras val. For utfylinadsmassor
och for eventuella avvikande lager kan ett bredare analysspektrum tillampas.

Marken i omradet ar genomslapplig och objektet ligger bara 300 meter fran
kommunens vattenverk. Grundvatten har endast provtagits avseende PFAS
mm i tva lagen tidigare da borrning inte gjordes tillrackligt djupt eller att den
anvanda borrmetoden inte medgav rérdrivning vid aktuella markférhallanden.
Prioriterat fér MIFO fas 2-undersdkningen bor vara att installera grundvattenror
pa ett satt sa att grundvatten med sakerhet kan undersékas med avseende pa
forekomst av PFAS som riskerar att paverka skyddsobjekten, Ljusseveka
vattentékt och Lagan. Eventuell férorening i grundvatten utgor det stérsta hotet
mot vattentékten som skyddsobjekt och fér bedémning av risker gallande skydd
av manniskors hélsa.

Ytvatten i Lagan undersoks forslagsvis uppstroms och nedstréms, men det ar
viktigt att skapa forstaelse for hur omradet avvattnas. Ytvatten bedoms kunna
avrinna at nordost och via dike/back ut i Lagan norr om riksvag 151 eller till
Lagan direkt fran fastigheten. Grundvatten och ytvatten fran omradet sett till
terrangens hojd kan troligen avrinna at saval sydvast (omrade med korvsjoar)
och sydost (fd lertéakt med Gppna vattenspeglar). For att fa en komplett bild av
fororening i ytvatten och grundvattentransport i omradet foreslas att ytvatten i
alla riktningar kontrolleras och att en analys av grundvattenytans gradient i
omradet gors. Vart att notera ar att utspadningen i Lagan ar stor och halter kan
variera mycket beroende pa vattennivaer och floden. Passiv provtagning av
PFAS i ytvatten over tid kan vara ett komplement till inledande stickprovtagning.

Sediment undersoks forslagsvis i utgdende dike/back samt i Lagan som
skyddsobjekt, uppstroms och nedstréms och i samma lagen som ytvattenprov
uttas i. Sedimentprov tas sa langt som mdjligt i ackumulationsbotten och pa den
sida av Lagan som vetter mot objektet.

Fokus bor vara att genomféra undersokningen skyndsamt med tanke pa risker
for narliggande skyddsobjekt, Lagan och intagsbrunnar for dricksvatten.
Rekommendationen &r aven att miljigenheten medverkar pa plats i samband
med arbetet for att optimera utredningen och enas om lampliga prioriteringar.
Baserat pa resultaten motiveras ytterligare moment.

Undersokningen utfors i tillAmpbara delar enligt SGF:s falthandbok
undersokning av fororenade omraden (rapport 2:2013).

| Tabell 1 till Tabell 4 finns alla provpunkter, medier och féreslagna analyser
oversiktligt sammanstallda. Listan &r preliminar och ytterligare punkter och
gropar kan komma att laggas till beroende pé iakttagelser i falt och punkter kan
utgd eller behova flyttas pga ledningar eller andra hinder. Se bilaga 2a och b for
provpunkternas preliminara lagen.

6.2.2 Forslag till 6vriga undersgkningsmoment

D& PFAS och andra amnen s& som PAH, aromater, dioxin mm har noterats i
slam fran dagvattenbrunn (R1809) rekommenderas vid sidan om MIFO fas 2 att
dagvattennatet i omradet kartlaggs och undersoks avseende
fororeningsinnehall for att bedoma om det fungerar som internt transportstrak
for fororeningar i mark och grundvatten. Underscékningen skulle pa ett
kostnadseffektivt satt bidra till kunskap om férekommande amnen inom objektet
och om spridningsrisker till narliggande skyddsobjekt (Lagan och vattentakten).

Omradet har kommunalt spillvatten, vilket ocksa kan undersokas som
spridningsvéag beroende pa utfall av féreslagna undersoékningar och beroende

Dokumentreferens Provtagningsplan Ljusseveka Slutversion 2024-10-01_rev 2025-08-27slutversion

@
SWECO zzﬁ

2024-10-01

Uppdragsnummer 30073783
Uppdrag MMU_Ljusseveka 2:23 m fl Varnamo

17122



pa om formatet ska hallas till MIFO eller utvecklas till en forstudie eller en
huvudstudie och fungera som underlag fér en férdjupad riskbedémning.

6.3 Jord

6.3.1 Allméant

Lagerfdljder och andra iakttagelser noteras i falt for varje punkt, dar aven farg
och provniva for laboratorieanalys anges. Jordprover packas och forvaras svalt i
provkarl tillhandhallna fran labbet. Provtagning dokumenteras med foton.

6.3.2 Ytlig jordprovtagning

Provtagning gors som ytlig samlingsprovtagning av omraden om ca 200 m2
utanfor hardgjorda ytor intill omraden dar brandévning kan ha férekommit (SP1-
SP5). Syftet ar att provta ytlig mark dar skum och vatten fran brand6vningar kan
ha infiltrerat.

Provtagning gors om mgjligt ner till 0,2-0,3 meter och varje samlingsprov
representeras av minst 5-10 delprov. Analys gérs med avseende pa PFAS om
inget annat noteras. Analys av fyllnadsmaterial inkluderar eventuellt &ven PAH
som indikator.

Uttagna prover packas och forvaras svalt. Provtagningen dokumenteras genom
fotografering och faltobservationer i form av jordlagerfoljder, eventuell lukt m.m.
noteras i protokoll.

Tabell 1. Samlingsprovtagning av ytlig mark, preliminar omfattning.

@
SWECO 23&

2024-10-01

Uppdragsnummer 30073783
Uppdrag MMU_Ljusseveka 2:23 m fl Varnamo

Provpunkt | Medium Beskrivning Motiv Analyser

SP1 Jord Samlingsprov markyta Markyta Jord:

SP2 Jord Samlingsprov markyta r;lrlgaatgg Eiﬁs(ilslsg:’ s,
SP3 Jord Samlingsprov markyta

SP4 Jord Samlingsprov markyta

SP5 Jord Samlingsprov markyta

6.3.3 Provgropar

Provgropar gravs preliminart ned till ett djup pa ca 1-2 m under markytan i syfte
att undersoka fyllnadsmaterial utmed den norra delen och mot Lagan (PG1-4).
Syftet ror inte enbart brandévning utan avser delvis aven historisk verksamhet. |
samrad med miljoenheten laggs en provgrop i vaster till (PG5). Bade antal
gropar och analysomfattningen kan justeras beroende pa iakttagelser i falt.

Provtagning av ytlig jord 0,2-0,3 m goérs separat och detta lager prioriteras for
analys av PFAS11. | 6vrigt provtas fyllnadsmaterial som ett prov om max

1 meter i djupled. Groparna gors max 1,5-2 meter djupa. Innehallet i utfylinaden
dokumenteras i protokoll och med foton. Den okuléra kontrollen &r viktig for
undersokningen. Analysomfattningen kan darefter komma att justeras efter
Swecos rekommendation och vid behov i dialog med miljéenheten.

Analys utférs avseende PFAS och i nagra fall dioxin, PAH och metaller. Vid
eventuell indikation om oljefororening analyseras d&ven med avseende pa
alifater och aromater.
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Tabell 2. Provgropsgravning, okular bedémning och provtagning av mark, preliminar omfattning.

@
SWECO 24&

2024-10-01

psnummer 30073783

@ 2:23 m fl Varnamo

Provpunkt | Medium Beskrivning Motiv Analyser 44
PG1 Jord Provgrop fyllnadsmaterial Utfyllnads- Jord:
PG2 Jord Provgrop fyllnadsmaterial omrade e PFASL1 (5 sv),
Lagan ochi
PG3 Jord Provgrop fyllnadsmaterial vaster Dioxin, PAH,
PG4 Jord Provgrop fyllnadsmaterial metaller (2 st)
PG5 Jord Provgrop fyllnadsmaterial Alifater,
aromater?
6.3.4 Skruvprovtagning
Provtagningen utférs med skruvborr monterad pa borrbandvagn. Jordprov tas ut
i ca 10 punkter (Lj2501-Lj2510), se lagen i provtagningsplanen i bilaga 2a-b.
Prover uttas i skikt beroende pa jordlager, alternativt halvmetersvis om
avvikande jordlager inte noteras.
Provtagning av ytlig jord ner till 0,2-0,3 m goérs separat, i 6vrigt provtas
fylilnadsmaterial som ett prov om max 1 meter. Jordprovtagning gors primart i
fylining och max en meter ner i dversta naturliga jordlager. Om finare jordlager
patraffas provtas de om mojligt separat eftersom férorening kan bindas i dessa.
Analys utfors forst avseende PFAS i ytliga prover. Analysbestallning gors i
omgangar och analys i djupare i lagen gors om PFAS pavisas ytligt. For dvriga
amnen gors analyser endast om avvikande skikt eller indikation om férorening,
detta planeras inte i utgangslaget.
Tabell 3. Skruvprovtagning av djupare jordlager och installation av grundvattenrlr. Oversikt dver
provpunkter och preliminar analysomfattning.
Provpunkt | Medium Beskrivning Motiv Analyser
Lj2501 Jord, Skruvprovtagning, djup Jordprov- Jord:
grundvatten | (Séder om branddvningsplats) tagning i PFAS11 i ytlig
Lj2502 Jord Skruvprovtagning, djup djupled och  [jord (9 st), i
(Soder mot vattentakten) spridning till | grundvatteniva
Lj2503 Jord, Skruvprovtagning, djup och med (5 st)
grundvatten | (Nara Ramboll 1809, dagvattenbrunn) grundvatten.
Lj2504 Jord, Skruvprovtagning, djup Grundvatten:
grundvatten | (Nedstroms brand6vningsyta, mot Lagan) Undersokning | PFAS11 (6-7
Lj2505 Jord, Skruvprovtagning, djup av risker for | st)
grundvatten [ (Intill brandévningsplats, mot Lagan) skyddsobjekt |
Lj2506 Jord, Skruvprovtagning, djup Ovriga amnen
grundvatten | (Utmed troligt dagvattenstrak) vid behov
Lj2507 Jord, Skruvprovtagning, djup
grundvatten (nara Rambdll 1801 med PFAS)
Lj2508 Jord Skruvprovtagning, djup
Lj2509 Jord Skruvprovtagning, djup
Lj2510 Jord, Skruvprovtagning, djup
grundvatten (Soder mot vattentakten)
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6.4  Grundvatten

| samband med provtagning av jord fran skruvborr installeras grundvattenror i
minst sex eller om méijligt sju av punkterna for jordprovtagning (enligt Tabell 3
och bilaga 2a-b). Syftet &r att undersoka féroreningar i grundvatten som kan
spridas till vattentékten som skyddsobjekt, priméart PFAS.

Borrning gérs med skruv och vid behov slagborrning fér att om mojligt installera
grundvattenrér av PEH av dimension 30-40 mm fran grundvattennivan och
minst 1-2 meter ner. Om halen inte star kvar kan foderrérsborrning komma att
kravas for installation av grundvattenrér med filternivaer pa bedémt djup ca 5-8
meter under markniva. 1-2 meter filter sétts langst ner pa varje ror, fran
grundvattenytans niva.

Roéren renspumpas efter installationen. Vid provtagningstillféllet lodas
grundvattennivan och vattnet i réret omsatts genom pumpning vid lagt flode
genom flédescell till stabila varden om det ar mgjligt. Detta bedéms vara mer
kvalitativt &n att omsatta just 3 rérvolymer. Provets utseende bedéms och
dokumenteras.

Vattenproverna uttas i, for respektive analysparameter avsedda, provkarl som
tillhandahalls av anlitat laboratorium. Grundvatten analyseras med avseende pa
PFAS samt andra &mnen endast om s& bedoms motiverat efter noteringar i falt
(flodescell, farg, lukt mm).

Prov som ska analyseras med avseende pa metaller filtreras i falt.

Proverna transporteras kylda till laboratoriet.

6.5 Ytvatten

Provtagning av ytvatten féreslas som stickprov i fem provpunkter (YTV1-YTV5)
varav tre i Lagan i syfte att understka spridning till ytvatten och med ytvatten.
Tva punkter har utifrdn terrang och bedémd ytavrinning placerats i sydvast (i
korvsjo mot vattentakten) och sydost (i dike/back som mynnar i Lagan) dvs
uppstroms objektet. Diket mynnar séder om provpunkt YTV1 i Lagan (se bilaga
3 men aven Figur 2 i denna rapport). Syftet med punkten &r att fa en
representativ provtagning norr om all tinkbar paverkan fran aktuellt omrade.

Provtagning av ytvatten gors med hjalp av en teleskopstang dar provkarlet fasts
for att fa ett prov pa ytvattnet en bit ut fran kanten. Prov tas minst en decimeter
under vattenytan.

Ytvatten analyseras med avseende pa PFAS och andra amnen endast om sa
beddms motiverat i félt.

Tabell 4. Oversikt 6ver planerade provpunkter och analyser i ytvatten och sediment.

@
SWECO 25ﬁ

2024-10-01

Uppdragsnummer 30073783

Uppdrag MMU_Ljusseveka 2:23 m fl Varnamo

Provpunkt | Medium Beskrivning Motiv Analyser
YTV1 Ytvatten, Lagan uppstroms Spridning till | Ytvatten:
sediment ytvatten och | PFAS11 (5 st)
YTV2 Ytvatten, Lagan, avkrok i Iaglant omrade intill sediment
sediment utfyllnadsomréde, nedanfor objektet Sediment:
YTV3 Ytvatten, Lagan nedstréms PFAS11,
sediment dioxin,
YTV4 Ytvatten Korvsjo i sydvéast, mot vattentakten rr:_(?taller,
YTV5 Ytvatten Dike/back i sydost, avrinning mot Lagan. Zrloiirt’er,
PAH,
TOC (3 st)
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6.6 Sediment

Provuttag gors i tre punkter (SED1-SED3) i ungefar samma lage som
provtagning av ytvatten for att bedéma féroreningar i sediment. Sediment som
provtas bor vara av typen ackumulationsbotten om sa ar majligt. Material
sedimenterar och ackumulationsbotten uppstar dar stromningshastigheten ar
som lagst, dvs i lugnare eller bredare partier av en &, eller i innerkurvor. Har
behover provpunkter dven beaktas utifran tillganglighet pga branta slanter och
det ar relevant att uppstromspunkten (SED1) ar norr om utloppet fran diket i
sydost.

Sedimentprov uttas med huggare eller annan provtagare som medger
sedimentprov i de 6vre ca 20 centimetrarna av sedimentmatrisen.

Sediment analyseras brett med avseende pa PFAS, dioxin, metaller, PAH,
alifater och aromater samt organisk halt (se Tabell 4) da sediment kan ge
relevant historisk dokumentation om féroreningspaverkan fran objektet.

6.7 Dagvatten och spillvatten

Provtagning av dagvatten foreslas enligt beskrivning under strategi som ett
parallellt moment. Syftet &r att inventera interna ledningar och spridningsvégar
samt potentiella lackage till Lagan, dit dagvatten antas rinna. Som ett led i detta
behover brunnar férst dokumenteras och nagra bor i samband med det provtas
avseende slam och/eller dagvatten, beroende pa typ av brunn och vatten.

6.8 Falt- och laboratorieanalyser

6.8.1 Faltanalys

Grundvatten planeras att undersokas med avseende pa fysikalisk-kemiska
parametrar (pH, syre, konduktivitet, redox) genom faltmétning med
multiinstrument och flodescell. M&tning utgar om tillrinningen &r for dalig.
Faltmatningen kan da i stallet genomforas i samband med att grundvattenréren
omsatts vid ett tidigare tillfalle innan provtagning.

6.8.2 Laboratorieanalyser

Samtliga laboratorieanalyser utfors forslagsvis av Eurofins Environment Testing
Sweden AB. Laboratoriet ar ackrediterat for miljdanalyser av styrelsen for
teknisk ackreditering (SWEDAC).

6.9 Ledningskoll, utséttning och inmatning

Ledningskoll utgors infér undersokning och utsattning bestalls dar sa erfordras
och i den man det ar majligt.

Samtliga jordprovtagningspunkter och grundvattenrér mats in i plan och héjd
efter provtagning. Grundvattennivaer och ytvatten lodas vid ett och samma
tillifalle for berakning av grundvattenytans lutning inom undersokningsomradet.

Som stod for att lokalisera sig i falt och for att samla in positioner vid ytvatten
och sedimentprovtagning mm foreslas att faltapplikationen ArcGIS Field Maps
anvands for att smidigt kunna justera lagen i falt och dokumentera féltresultat.
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7  Redovisning

Resultatet fran den genomférda undersokningen redovisas i en rapport med
genomforandebeskrivning, resultat, tabeller och ritningar.

Samrad med tillsynsmyndigheten bor ske genom lopande avstamning, déar
behov av kompletteringar och utformning av rapport bestams i detalj efter vad
resultaten visar och hur de ska anvandas vidare. Reviderad riskklassning enligt
MIFO utférs endast om det beddms motiverat da MIFO fas 2 redan finns. Att
redovisa uppdragen som en forstudie enligt Naturvardsverket kan vara mer
andamalsenligt om det finns behov av eventuella fortsatta utredningar
(huvudstudie) eller om statliga bidrag kan sokas for atgarder.

8 Tidplan

En rimlig tidplan for genomférande av féreslagen undersékning ar 8-10
manader, for att medge ett stegvist och kostnadseffektivt upplagg med
faltarbeten under lamplig séasong, stegvist forfarande och rapportering.
Faltmoment bor inte genomféras vid vinterforhallanden. Forslag till tidplan:

e Manad 1-2: Startmote, faltplanering, bokning av resurser,
materialbestéllning, ledningskoll och utséttning mm

e Manad 3-4: Faltmoment: jord, grundvatten, ytvatten. Analyser

e Manad 5-6: Resultatavstamning och bedémning av behov av eventuella
kompletteringar, planering

e Manad 7-8: Eventuella kompletteringar, resultatavstamning

e Manad 9-10: Slutrapport, granskning, slutleverans

Tidplanen &r preliminar och kan behéva justeras beroende pa resultat och
Overenskommelser vid moten.
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Anbud

Miljoteknisk undersdkning enligt provtagningsplan
Ljusseveka 2_23 m fl Varnamo

Bestallare: Varnamo kommun

Anbud daterat 2024-10-22
Uppdragsnummer 30073783

1  Uppdragets omfattning

Sweco har inom uppdraget for Varnamo kommun uppréattat en provtagningsplan
for Ljusseveka 2:23 m fl daterad 2024-10-01. Planen baseras pé forelaggande
2023-08-18 fran Samhallsbyggnadsnamnden i Varnamo kommun och galler
miljoteknisk undersdkning avseende mark, grundvatten, ytvatten och sediment.

Denna offert avser fortsattning av Swecos uppdrag 30073783 och
genomférande av de undersdkningar som angetts i provtagningsplanen.

2 Tider

Uppdraget utfors efter 6verenskommelse. Faltmoment utfors vid tjalfria
forhallanden. Genomférandetiden ar 8-10 manader enligt beskrivning i
provtagningsplanen.

3  Ersattning och betalning

Uppdraget utfors aven fortsatt mot ett rérligt arvode efter nedlagd tid i enlighet
med ramavtal med Varnamo kommun (UHN.2022.147 Miljéutredningar).
Lagstadgad mervardesskatt tillkommer.

Fakturering sker manadsvis och omfattar nedlagd tid. Betalningsvillkor &r 30
dagar fran fakturadatum. Vid férsenad betalning debiteras dréjsmalsranta enl.
réantelagen § 6.

Den uppskattade ersattningen for uppdraget bedéms till 400 000 kronor.

Analysomfattningen star for ca 140 000 kr. Analyser debiteras enligt
projektspecifik prislista, se nedan.

Sweco | Anbud Miljéteknisk undersokning enligt provtagningsplan
Datum 2024-10-22
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a-pris

Analyser i jord och sediment (kr)
M_TOC BER Berdknad TOC 90
M_PAH16 PAH 16 Mark 400
MTOT_ORG BTEX, alifater, aromater och PAH 16 800
MTOT BTEX, alifater, aromater, PAH16 och metaller exkl. Hg 975
PSLF9 BTEX, alifater, aromater, PAH16 och metaller inkl. Hg 900
PLWG6N Perfluorerade amnen i markprover, 11 st enligt SLV/S.G.I 2 000
PLWNO PFAS 35 st i jord 3 000
SLV37 Dioxiner och furaner i jord (DIOXIN) (lidk.) 2 300
M_PCB PCB 7 Mark 375
M_MET10 Metaller, exkl. Hg 200
M_MET11 HG Metaller, inkl Hg 250
Enviscreen Metaller, VOC-EI?A, PAH, PC_:B, peosticider, horfenoI_er, ftalater,

klorbensener, kvave och klorinnehallande SVOC, alifater 4 600
Medio VOC-EPA, PAH, PCB, ftalater, klorbensener, kvave och klorinnehallande
Enviscreen SVOC, alifater 3100
SL278-2 Glodforlust i jord, sediment, slam (GLODFORTS) 120

a-pris

Analyser i vatten (kr)
V:PFAS11 PFAS 11 st enligt SLV 2 500
PLWAF PFAS 35 2900
V_PFOS/PFOA PFOS/PFOA 2 000
V_PFOS VD PFOS enligt vattendirektivet 2100
VTOT_ORG BTEX, alifater och aromater och PAH-16 750
VTOT BTEX, alifater och aromater, PAH-16 och metaller (vattenldsliga/filtrerade) 975
V_VOC _VC VOC-EPA 550

4  FoOrutsattningar

For uppdraget galler de villkor och ansvarsbegransningar som anges i ramavtal
samt enligt tidigare uppdragsbekréftelse foér uppdraget daterad 2024-04-12,
daribland férutséattningar for arbete i falt.

5  Organisation

Utifran uppdragets komplexitet, storlek och problemstallning foreslar vi foljande
organisation. Utdver nedan namngivna konsulter finns inom Sweco en mycket
stor samlad kompetens inom olika angransande omraden dar olika konsulter
kan anvandas som resurser i uppdraget om sa énskas eller kravs.

Uppdragsledare: Louise Johansson

Bitr. Uppdragsledare: Emma Berggren

Sweco foreslar ett upplagg med en uppdragsledare och en bitradande
uppdragsledare, detta da var erfarenhet visar att upplagget ger hogre kvalitet
och 6kad flexibilitet.

Sweco | Anbud Ljusseveka 2_23 m fl Varnamo
Datum 2024-10-22
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6 Anbudsformalia

Anbudsgivare:

Sweco Sverige AB
Organisationsnummer: 556767-9849
Styrelsens sate: Stockholm
Webbsida: www.sweco.se

Adress och telefon:

Box 340 44
SE 100 26 Stockholm
Telefon: 08-695 60 00

@
SWECO Mﬁ

Fragor rorande anbudet besvaras av:

Louise Johansson
Telefon: 0734-121821
e-post: louise.johansson@sweco.se

Anbudets giltighetstid:
Detta anbud galler till och med 2024-12-31.

Vi ser fram emot ett intressant och givande samarbete.

Med vénlig hélsning,

Louise Johansson
Uppdragsledare

Sweco Sverige AB

Sweco | Anbud Ljusseveka 2_23 m fl Varnamo
Datum 2024-10-22
Dokumentreferens anbud genomférande

Transaktion 09222115557529964283

Anna Wastesson
Gruppchef
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-06-25

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr: TFN.2025.42

Tjansteskrivelse - Begaran om forlangning
gallande uppdrag att ta fram en idéskiss for
Folkets park Varnamo

Arendebeskrivning

Kommunstyrelsen beslutade 15 april att uppdra till teknik- och
fritidsndmnden att i samrad med samhillsbyggnadsndmnden,
barn- och utbildningsnimnden, kulturndmnden, Stiftelsen
Folkets Park Varnamo och Gvriga intressenter i omradet att ta
fram en idéskiss dver Folkets Park Virnamo. Aterrapportering
ska ske till kommunstyrelsen senast den 30 september 2025.

Samverkan har paborjats och en arbetsgrupp har bildats.
Arbetsgruppen bestar av representanter fran samtliga aktorer
som dr nimnda ovan. For att arbetsgruppen ska kunna ta fram en
idéskiss over Folkets park-omrédet behovs vésentligt mer tid. En
forlingning av aterrapporteringstiden till 31 mars 2026 6nskas.

Beslutsforslag

Teknik- och fritidsforvaltningen foreslér teknik- och
fritidsndmnden besluta

att hos kommunstyrelsen begira forldngd svarstid pa uppdraget
att ta fram en idéskiss 6ver Folkets park Varnamo till 31

mars 2026.
Stefan Aberg Malmer Jesper du Rietz
Avdelningschef fastighet Forvaltningschef
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VARNAMO KOMMUN SAMMANTRADESPROTOKOLL

Kommunstyrelsen 2025-04-15

Sammantradesdatum

37

§ 165  Dnr: KS.2025.26

Oversyn av byggnader i Folkets Park Virnamo

Beslut

Kommunstyrelsen beslutar

att uppdra till teknik- och fritidsndmnden att i samrdd med
samhillsbyggnadsndmnden, barn- och utbildningsndmnden,
kulturndmnden, Stiftelsen Folkets Park Virnamo och dvriga
intressenter 1 omradet att ta fram en idéskiss over Folkets Park
Virnamo utifrén framtaget material, samt

att aterrapportering sker till kommunstyrelsen senast den 30 september
2025.

Arendebeskrivning

Kommunstyrelsen beslutade 14 januari 2025 att ge teknik-och
fritidsndmnden 1 uppdrag att genomfora en beddmning av
skick/status pa byggnader i Folkets Park Vérnamo och redovisa
ett forslag pa atgarder med kostnadsbedomning for olika
alternativ for respektive byggnad.

Med stod av Varnamo kommuns plan for gronstruktur har
teknik- och fritidsforvaltningen i samrad med
samhillsbyggnadsforvaltningen formulerat vision for framtida
utvecklingen av Folkets park. Detta har gjorts da det i dagsldget
finns ett politiskt uppdrag och investeringsmedel for att anldgga
lekplats och utforma dvergripande struktur for Folkets park.

Syftet med den framtida utvecklingen av Folkets Park &r att
anldggningen ska bli en plats for lek, aktiviteter, umgénge,
gemenskap och glddje. Med andra ord &r visionen i stora drag
densamma som parken hade under sin forra storhetstid. I
framtidens Folkets Park finns négot for alla vare sig man vill
leka, umgas med sina vanner bade under och efter skoltid, njuta
av en fin promenad pé vig till jobbet eller traffas av vérens
forsta solstralar pd en biank. Med respekt for och med inspiration
frén parkens historia kan platsen utvecklas in 1 framtiden och
fortsétta vara en central plats i stadens liv.

Rekommendationerna dr att riva samtliga byggnader inom
fastigheten Folkets Park for att ge plats it nya byggnader som &r
anpassade efter dagens behov enligt visionen for Folkets Park.
Rekommendationen ér dven att riva samtliga byggnader pa
grund av sitt undermaéliga skick och status. Total bedomd
investering uppgér till mellan 10 och 12 miljoner kronor for att
riva och bygga nytt. Motsvarande kostnad for renovering av
befintliga byggnader ar 23 till 25 miljoner kronor.

Forts.

Justerare
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KS § 165 (forts)

Yrkanden

Ordf6randen yrkar att kommunstyrelsen beslutar

att uppdra till teknik- och fritidsndmnden att i samrad med
samhillsbyggnadsndmnden, barn- och utbildningsndmnden,
kulturndmnden, Stiftelsen Folkets Park Vérnamo och dvriga
intressenter 1 omradet att ta fram en idéskiss dver Folkets Park
Virnamo utifrén framtaget material, samt

att aterrapportering sker till kommunstyrelsen senast den 30
september 2025.

Beslut skickas till:
Ekonomiavdelningen
Teknik- och fritidsnamnden

Justerare



VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-01

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:
TFN.2025.342

Tjansteskrivelse - Granskning av foreningar som
har erhallit foreningsbidrag under 2025

Arendebeskrivning

Enligt teknik- och fritidsférvaltningens rutiner ska teknik- och
fritidsndmnden vélja ut fyra foreningar som bedriver
regelbunden verksamhet bland barn och unga samt tva
foreningar som tillhor kategorin funktionsritts-, pensionédrs- och
samhillsnyttiga foreningar for granskning varje ar. Teknik- och
fritidsforvaltningen ska sedan granska de uppgifter som har
legat till grund for foreningarnas bidrag genom att gé igenom
nérvarolistor for aktiviteter (géller foreningar med verksamhet
for barn och unga), medlemsregister, verksamhetsberéttelse,
bokslut och revisionsberittelse. Resultatet av granskningen
redovisas till teknik- och fritidsndmnden.

2020 granskades FC Dardania, Rydaholms GOIF, Islamiska
internationella foreningen, Varnamo martial arts center,
Foreningen HjértLung och Aktiva seniorer i Vdrnamo.

2021 granskades IFK Virnamo, Svenska kyrkan, Hemma i
Sverige, Finnvedens slalomklubb, Varnamobygdens lottakar och
Lokalf6reningen parkinson 1 Varnamo.

2022 granskades Bosnien Hercegovinas forening, Rydaholms
IF, Varnamo atletklubb, Varnamo scoutkar, Psoriasisforbundet
Virnamo-Vistbo lokalférening samt Varnamo missionskyrkas
RPG-forening.

2023 granskades Kérda IF, Varnamo Tennisklubb, Hanger IF,
Friluftsframjandet Varnamo, Varnamobygdens roda korskrets
och PRO Virnamo.

2024 granskades Varnamo Brukshundklubb, Ohsbruks IF,
Apladalens Konstakningsklubb, Bredaryd-Lanna IK, SPF
Seniorerna Bor-Rydaholm och Viarnamo Allianskyrkans RPG-
forening.
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Beslutsforslag

Teknik- och fritidsforvaltningen foreslér teknik- och
fritidsndmnden besluta

att faststilla foreningar vars inlimnade uppgifter ska granskas
av teknik- och fritidsforvaltningen under 2025.

Nickie King Johan Arvidsson
Handlidggare Avdelningschef
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Forening Status Ansokt Beviljat Utbetalt 41

Apladalens Basketklubb Avslutad 600 600 600
Apladalens Konstakningsklubb Avslutad 1220 1220 1220
Apladalens Segelsallskap Invantar beslut 300 0 0
BK Bjornen Avslutad 540 540 540
Bors SK Avslutad 3340 3340 3340
Bosnien och Hercegovinas forening Avslutad 1600 840 840
Bredaryd Lanna IK Avslutad 3000 3000 3000
Bredaryds SOK Avslutad 1120 1120 1120
Equmenia Bor Avslutad 580 500 500
Equmenia Varnamo Missionskyrka Avslutad 2080 2080 2080
Finnvedens Slalomklubb Avslutad 1380 1380 1380
Forsheda Bowlingklubb Avslutad 320 500 500
Forsheda IF Avslutad 3380 3380 3380
Forsheda Missionsforsamling Avslutad 1160 500 500
Friluftsframjandet Varnamo Avslutad 3220 2060 2060
Férsamlingen Klippan i Bredaryd Avslutad 1060 500 500
Horda AIK Avslutad 660 660 660
Horda Frikyrka Avslutad 1380 500 500
Hanger IF Avslutad 320 250 250
Hangers Frikyrka Avslutad 440 500 500
IFK Varnamo Avslutad 6000 6000 6000
Karda Alliansférsamling Avslutad 1320 500 500
Karda IF Avslutad 260 500 500
Karda Skytteforening Avslutad 240 500 500
Lanna Golfklubb Avslutad 820 500 500
Lanna Missionsforsamling Avslutad 280 500 500
Ohsbruks IF Avslutad 240 500 500
Rydaholms Frikyrka Avslutad 2180 500 500
Rydaholms GolF Avslutad 2160 2160 2160
Rydaholms IF Avslutad 520 520 520
Rydaholms Skridskoklubb Avslutad 1900 1900 1900
Rydaholms Skytteférening Avslutad 600 500 500
Rahults Missionsforsamling Avslutad 580 500 500
SAU Vdrnamo Avslutad 280 500 500
SDK Amfibia Avslutad 640 320 320
SMK Varnamo Avslutad 900 900 900
Svenska kyrkan Varnamo Avslutad 3760 500 500
Tanno Missionsforsamling Avslutad 620 500 500
Wernamo Ju-Jutsuklubb Avslutad 1460 1460 1460
Varnamo Atletklubb Avslutad 280 500 500
Varnamo Badmintonklubb Avslutad 260 500 500
Varnamo Boxningsklubb Avslutad 1460 1460 1460
Varnamo Brottarklubb Avslutad 540 540 540
Varnamo Brukshundklubb Avslutad 500 500 500
Varnamo Frisksportklubb Avslutad 6000 6000 6000

Varnamo Golfklubb Avslutad 1080 1080 1080



Varnamo Gymnastikklubb
Varnamo Handbollsklubb
Varnamo Hockey (VGIK)
Varnamo Innebandyklubb (VIK)
Varnamo Martial Arts Center
Varnamo Pingstforsamling
Varnamo Scoutkar

Varnamo Simsallskap (VSS)
Varnamo Skytteférening
Warnamo Sportklubb
Varnamo Sédra FF

Varnamo Tennisklubb
Varnamo Volleybollallians
Varnamobygdens Ryttarforening

Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad
Avslutad

4740
440
3960
6000
780
880
840
5440
860
1920
6000
2320
2740
4140

4740
500
3960
6000
780
500
840
5440
860
1920
6000
2320
2740
4140

474912
500

3960
6000
780
500
840
5440
860
1920
6000
2320
2740
4140



Forening

Varnamobygdens Roda Korskrets
Horselskadades Forening i Varnamo
Neuro Ostbo-Vistbo

Riksforbundet HjartLung Varnamo
Varnamo Fibromyalgiforening

SRF Finnveden

FUB Varnamo

Lokalféreningen Parkinson Varnamo
PRO Rydaholm

SKPF avd 73 Ostbo-Vistbo

Varnamo Missionskyrkans RPG-férening
SPF Seniorerna Forshedabygden

PRO Bredaryd

Varnamo Allianskyrkans RPG-férening
SPF Seniorerna Varnamo

SPF Seniorerna Bor-Rydaholm

Aktiva Seniorer i Varnamo

Status

Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade
Avslutade

Ansokt
4430
1840
1940
1760

960

880
2460
1500
1530
4530
1580
1460
1830
1280
3150
1520
4760

Beviljat
4430
1840
1940
1760

960

880
2460
1500
1530
4530
1580
1460
1830
1280
3150
1520
4760

Utbetalt 43
4430
1840
1940
1760

960

880
2460
1500
1530
4530
1580
1460
1830
1280
3150
1520
4760



VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-01

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:
TFN.2025.341

Tjansteskrivelse - Kontantfri simhall

Arendebeskrivning

Dagens samhdlle blir alltmer digitaliserat och samhéllet gar mot
ett mer kontantfritt samhalle. Varnamo simhall tar idag emot
bland annat kontanter som betalmedel nér kunder vill betala i
simhallen.

Hanteringen av kontanter &r hog och kostnaden motsvarar lite
drygt en tredjedel av de kontanter som simhallen fér in pa ett ar.
Detta gor att kostnaden beddms som oproportionerlig.

Fordelarna med att bli en kontantfri anldggning, utdver den
ekonomiska aspekten. dr att arbetsflodet blir mer effektivt da
mindre tid behdvs for kassahantering, insdttning och
avstdmning. Dessutom ger det personalen i simhallen en 6kad
sakerhet med minskad risk for rén och inbrott.

Se dven under rubrik Utredning.

Beslutsforslag

Teknik- och fritidsforvaltningen foreslér teknik- och
fritidsndmnden besluta

att godkinna informationen.

Emma Edelin Johan Arvidsson
Enhetschef Avdelningschef fritid
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-01

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:
TFN.2025.341

Utredning

Dagens samhdlle blir alltmer digitaliserat och samhéllet gar mot
ett mer kontantfritt samhélle. Virnamo simhall tar idag emot
bland annat kontanter som betalmedel nér kunder vill betala i
simhallen.

Vérnamo simhall tog under 2024 emot drygt 105 000 besokare i
simhallen och gymmet. Det dr drygt 9 500 besdkare per manad
(juli ménad var simhallen stangd). Merparten av kunderna
betalar sitt besok eller fika via kort/swish eller abonnemang via
autogiro. Kontanter anvinds mycket sillan.

I tabellen nedan visas simhallens kontanthantering under 2024.

Mainad Mottagna kontanter
(KR)
Januari 3 442
Februan g177
Mars 2335
April 2324
May 2008
Juni 1195
Juli 297
Augusti 334
september 1771
Oktober 1777
November 2177
December 6021
Totalt 31 858

Tabell 1 Under februari genomfordes en kampanj pd drskort

For att hantera de kontanter som @nda anvénds tillkommer en
avgift for vardhantering frén foretaget som hanterar kontanterna
pa 794 kronor per ménad. Utover denna avgift tas dven en
engangssumma for insdttning ut pa 880 kronor. Detta gors tva
till tre gdnger per ér, vilket skapar en kostnad, vid tre tomningar,
péa 2 640 kronor. Totalt uppstér arligen en kostnad for
kontanthanteringen pd 12 168 kronor.

Nar det beslutades om att ta bort mynthanteringen 1 kommunens
parkeringsautomater 2024 blev simhallen tvungen att ensam
betala kostnaden for hanteringen av kontanter. Tidigare har
kostnaden delats med forvaltningens gata- och parkavdelning
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-01

Teknik- och fritidsférvaltningen

TFN.2025.341

Teknik- och fritidsnamnden Dnr:

46

och inte heller varit lika hog som nu.

Fordelar med en kontantfri simhall:

Okad sikerhet och en bittre arbetsmiljo for simhallens
anstéllda genom minskad risk for ran, inbrott och st6ld.
Att inte hantera kontanter tar bort sékerhetsrisker for
bade personal och besokare.

Lagre driftskostnader da dagens kontantvolym é&r lag
men virdehanteringen genererar l16pande och
oproportionerligt hoga kostnader.

Effektivare kundflode d& mindre tid behovs {for
kassahantering, insdttning och avstdmning vilket leder
till mer tid for service och bemétande.

Bittre kundflode, kort- och mobilbetalning &r idag en
norm och ger snabbare koer och enklare hantering vid
inpassering.

Det blir inga regelbundna kostnader for virdehantering
genom virdetransporter.

Risken med att ha en kontantfri anldggning &r att kan komma
nagon som vill betala med kontanter. Nagra minuters promenad
frén simhallen finns flera insidttningsautomater dér det 4r mojligt
att sitta in pengar for att sedan kunna betala med till exempel
swish (Storgatsbacken, Kédrnan och Galleria Flanaden). Tva av
dem &r Oppna dygnet runt och det blir darfor enkelt f6r
simhallens personal att hdnvisa eventuella besdkare med
kontanter dit.
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-02

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr: TFN.2025.74

Tjansteskrivelse - Information om
energiuppfoljning januari till juni 2025 samt arbete
med Idnsamhetsanalyser

Arendebeskrivning

Teknik- och fritidsforvaltningen 6nskar informera om det goda
resultatet av arbetet med energieffektivisering samt arbete med
kostnadsanalyser vid olika investeringsprojekt.

For forsta halvaret 2025 har forvaltningen analyserat och foljt
upp energiforbrukningen i forhdllande till forsta halvaret 2024.
Resultatet dr bra och pavisar vikten av arbetet med
energieffektivisering och att byta ut dldre installationer.
Energiforbrukning for el och fjarrvirme har minskat med
1273 676 kWh (7,6 %) under januari-juni 2025 jamfort med
januari-juni 2024.

For att sdkerstélla att en investering dr energieffektiv och
ekonomisk 16nsam tillimpas “’payoff-berdkningar” (hur snabbt
en investering betalar tillbaka sin initiala kostnad genom att dela
grundinvesteringen med det arliga inbetalningsoverskottet eller
besparingen for att fa fram dterbetalningstiden) och
livskostnadsanalyser (LCC, som dr en ekonomisk analys som
berdknar de totala kostnaderna for ett system 6ver hela dess
livsldngd inklusive investering, drift och underhall).

Se dven under rubrik Utredning.
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-02 .

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr: TFN.2025.74

Beslutsforslag

Teknik- och fritidsforvaltningen foreslér teknik- och
fritidsndmnden besluta

att godkinna informationen.

Gustav Eek Per Nordin
VVS-ingenjor El-ingenjor
Stefan Aberg Malmer

Avdelningschef fastighet
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VARNAMO TJANSTESKRIVELSE

KOMMUN 2025-09-02
Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr: TFN.2025.74
Utredning

Teknik- och fritidsfoérvaltningen 6nskar informera om det goda
resultatet av arbetet med energieffektivisering samt arbete med
kostnadsanalyser vid olika investeringsprojekt.

Sammanfattning Energiuppfoljning

For forsta halvdret 2025 har forvaltningen analyserat och foljt
upp energiforbrukningen i forhallande till forsta halvéret 2024.
Resultatet dr bra och pavisar vikten av arbetet med
energieffektivisering och att byta ut éldre installationer.
Energiforbrukning for el och fjarrvirme har minskat med

1 273 676 kWh (7,6 %) under januari-juni 2025 jamfort med
januari-juni 2024.

Avde 1276 676 kWh ér:

El -511304 kWh  (-8,5%)

Fjarrvirme  -762 184 kWh  (-7,0%)

Total besparing ar cirka 2 165 000 kronor (1,7 kr/kWh).KOLLA
DEN

I investeringsbudgeten for teknik- och fritidsndmnden 2025
finns ett investeringsprojekt, Riktade energisparprojekt,
projektnummer 231126 (KF 273). I investeringsbudgeten
avseende projekt Riktade energisparprojekt finns anvisade
medel fordelat enligt f6ljande:

2025 4 000 000 kronor
2026 2 000 000 kronor
2027 2 000 000 kronor
2028 3 000 000 kronor
Framtid 9 000 000 kronor
Totalt 20 000 000 Kkronor

Investeringsprojektet mojliggor for forvaltningen att vixla upp
arbetet med energibesparing ytterligare under innevarande och
kommande é&r.

Lonsamhetsanalyser

For att sékerstilla att en investering dr energieffektiv och
ekonomisk 16nsam tillimpas ”’payoff-berdkningar” (hur snabbt
en investering betalar tillbaka sin initiala kostnad genom att dela
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-09-02

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr: TFN.2025.74

grundinvesteringen med det arliga inbetalningsdverskottet eller
besparingen for att fa fram dterbetalningstiden) och
livskostnadsanalyser (LCC, som ar en ekonomisk analys som
berdknar de totala kostnaderna for ett system over hela dess
livsldngd inklusive investering, drift och underhall).

Fastighetsavdelningen har fokuserat pa utbyte av
ventilationsaggregat och byte av belysning i fastigheterna och
utemiljoerna. Vid varje investering utfors en payoft-berékning
for att analysera lonsamheten for investeringen.

For berdkning av lIonsamheten och payoff-berdkningar anvénds
olika programvaror.

For att analysera “helhetsberdkningar” i fastigheterna anvénds
ett program dir man skapar modeller. Det &ndvénds dock bara

vid storre projekt d& det tar mycket tid att bygga modellerna.

Ovan dr exempel pé olika sétt som tillimpas for analys av
l6nsamhet.
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Riktade Energibesparingsprojekt

Fastighet

Projektblad nr KF: [KF273
Projektbladnr Forv:

Uppréattad den: 2023-02-16
Upprattad av: Stefan Aberg
Reviderad den: 2024-02-12

Uppdragsgivare/bestallare(namnd): SBN

Projektnr i EK.sys:

Utférare(namnd):

TFEN Datum:

For anlaggnings- och fastighetsinvesteringar déverstigande 5 mnkr, ange tidpunkt nar

investeringen beréknas tas i bruk:

Vid byggnads-, gatu- och VA-investeringsprojekt dverstigande totalt
10 mnkr, ska forslag/synpunkter inhamtas fran kommunens
funktioner for miljostrategiska frdgor samt energi- och klimat-

radgivning. Ange datum:

Miljéstrategiska
fragor:

Energi-och
klimatradgivning:

Beskriv process fran behov till forslag enligt riktlinjer for investeringsprocess:
(tdnk om—optimera—bygg om—bygg nytt)

Minska energibehovet.

Nettoeffekt pa driftbudget for

bestéallaren:

Ja. Kapitaltjanstkostnaden innebér dkad hyreskostnad

Beskrivning av investeringsprojektet:

Genom olika insatser avser vi att byta ut installationer som férbrukar onédigt mycket energi till mer energieffektiva
alternativ. Vi gor féljande bedémning gallande insatser och vilka besparingar dessa kan fa pa energidtganen i vara

fastigheter.

Ventilation - En investering p& ca 6 000 tkr kan ge en energibesparing pa ca 50%.

Belysning - En investering pa ca 5 000 tkr kan ge en energibesparing pa ca 80%.

Styr och regler - En investering pa ca 1 000 tkr kan ge en energibesparingbesparing pa ca 10%.
Varmesystem - En investering pa ca 3 000 tkr kan ge en energibesparing pa ca 30%.

Varmvatten - En investering p& 1 000 tkr kan ge en energibesparing pa ca 30%.

Byggatgarder - En investering pa 4 000 tkr kan ge en energibesparing pa ca 30%.

Nyckeltal Ar Kostnad i tkr
Utfall tom

Nybyggnadsyta: m? Budget [231231
Ombyggnadsyta: o|m? Anvisade medel/utfall [tom 2023
Driftkostnadsjustering/ar: tkr/ar Investering beslutad 2024
Kapitaltjanstkost.just/ar: 1 200|tkr/ar Investeringsbudget 2025 4000
Evakueringskostnad: tkr Investeringsplan 2026 2 000
Avskrivningstid Investeringsplan 2027 2000
(genomsnitt): 25|ar Investeringsplan 2028 3000
Kalkylniva 0-3: 3 Investeringsplan 2029

Investeringsplan Framtid 9 000

Totalinvestering 20 000
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VARNAMO TJANSTESKRIVELSE
KOMMUN 2025-05-21

Teknik- och fritidsférvaltningen Teknik- och fritidsnamnden Dnr:

Tjdnsteskrivelse - Ovrig information fran
forvaltningen

Arendebeskrivning

- Information om pabdrjad byggprocess av omradet nya
polishuset

- Information frdn VA-avdelningen

- Information frén fastighetsavdelningen

- Information om Borgenomradet

- Studiebesok vid Annebergsbadet och andra
friluftslivssatsningar i véistra kommundelen

Beslutsforslag

Teknik- och fritidsforvaltningen foreslar teknik- och
fritidsndmnden besluta

att godkénna informationen.

Maria Grimstal Jesper du Rietz
Néamndsekreterare Forvaltningschef
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-10-22 10:11:54.764287 UTC ±22 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      163.116.168.119

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The initiator Louise Johansson (LJ) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-01-20 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-10-22 10:11:54.764287 UTC ±22 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anna.wastesson@sweco.se) to Anna Wastesson (AW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2024-10-22 10:11:55.538708 UTC ±22 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      163.116.168.119

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The signatory Louise Johansson (LJ) signed the document.

      


    

  



  

  

    		2024-10-22 10:12:04.777818 UTC ±22 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Wastesson (AW) was delivered.

      


    

  



  

  

    		2024-10-22 10:12:15.452406 UTC ±22 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      163.116.168.120

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The party Anna Wastesson (AW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-10-22 10:12:34.443111 UTC ±23 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      54.235.141.75

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The party Anna Wastesson (AW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-10-22 10:13:13.32504 UTC ±23 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      23.105.149.200

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.0.0 Safari/537.36

      

    

    		

      

        The party Anna Wastesson (AW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-10-22 10:13:37.007828 UTC ±23 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      163.116.168.120

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The signatory Anna Wastesson (AW) signed the document.

      


    

  



  

  

    		2024-10-22 10:13:37.007828 UTC ±23 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2024-10-22 10:13:37.337073 UTC ±23 ms

    		2024-10-22 09:30:45.456615 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.08 ms

		standard deviation: 1.52 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.873%

		|e| < 5 ms: ≈99.895%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-09-10 17:52:41.949147 UTC and 2024-10-22 09:30:45.456615 UTC:







  		Time collected

  		Clock offset







  

    		2024-09-10 17:52:41.949147

    		-0.6 ms

  





  

    		2024-09-10 18:52:44.797248

    		0.8 ms

  





  

    		2024-09-10 19:52:47.797816

    		-0.4 ms

  





  

    		2024-09-10 20:52:50.379628

    		2.1 ms

  





  

    		2024-09-10 21:52:52.542737

    		-0.7 ms

  





  

    		2024-09-10 22:52:54.787916

    		0.1 ms

  





  

    		2024-09-10 23:52:57.486789

    		-2.2 ms

  





  

    		2024-09-11 00:53:00.95313

    		0.7 ms

  





  

    		2024-09-11 01:53:03.715579

    		0.5 ms

  





  

    		2024-09-11 02:53:05.997153

    		2.0 ms

  





  

    		2024-09-11 03:53:07.619234

    		2.3 ms

  





  

    		2024-09-11 04:53:10.372543

    		0.2 ms

  





  

    		2024-09-11 05:53:12.521283

    		1.7 ms

  





  

    		2024-09-11 06:53:14.752058

    		3.7 ms

  





  

    		2024-09-11 07:53:16.646169

    		1.3 ms

  





  

    		2024-09-11 08:53:18.359996

    		0.4 ms

  





  

    		2024-09-11 09:53:21.001321

    		-0.7 ms

  





  

    		2024-09-11 10:53:23.883127

    		1.0 ms

  





  

    		2024-09-11 11:53:25.753934

    		-0.5 ms

  





  

    		2024-09-11 12:53:28.669106

    		-1.1 ms

  





  

    		2024-09-11 13:53:31.490124

    		-0.4 ms

  





  

    		2024-09-11 14:53:33.15299

    		-2.1 ms

  





  

    		2024-09-11 15:53:36.181008

    		-0.8 ms

  





  

    		2024-09-11 16:53:38.275888

    		-0.2 ms

  





  

    		2024-09-11 17:53:41.249544

    		-0.2 ms

  





  

    		2024-09-11 18:53:43.394602

    		-1.3 ms

  





  

    		2024-09-11 19:53:45.684618

    		-2.6 ms

  





  

    		2024-09-11 20:53:48.463303

    		-1.6 ms

  





  

    		2024-09-11 21:53:50.359843

    		-2.1 ms

  





  

    		2024-09-11 22:53:52.030902

    		-1.4 ms

  





  

    		2024-09-11 23:53:54.429911

    		-0.8 ms

  





  

    		2024-09-12 00:53:56.692339

    		-3.6 ms

  





  

    		2024-09-12 01:54:00.500397

    		-0.5 ms

  





  

    		2024-09-12 02:54:02.083188

    		1.1 ms

  





  

    		2024-09-12 03:54:04.085458

    		0.3 ms

  





  

    		2024-09-12 04:54:07.513625

    		-0.9 ms

  





  

    		2024-09-12 05:54:10.299857

    		-0.9 ms

  





  

    		2024-09-12 06:54:12.734728

    		-1.3 ms

  





  

    		2024-09-12 07:54:15.72365

    		0.3 ms

  





  

    		2024-09-12 08:54:17.984231

    		0.8 ms

  





  

    		2024-09-12 09:54:19.897213

    		0.8 ms

  





  

    		2024-09-12 10:54:21.589514

    		3.4 ms

  





  

    		2024-09-12 11:54:23.98551

    		0.0 ms

  





  

    		2024-09-12 12:54:26.175406

    		-0.5 ms

  





  

    		2024-09-12 13:54:29.238229

    		1.6 ms

  





  

    		2024-09-12 14:54:30.735564

    		-0.8 ms

  





  

    		2024-09-12 15:54:32.386221

    		-2.0 ms

  





  

    		2024-09-12 16:54:34.091861

    		0.4 ms

  





  

    		2024-09-12 17:54:37.021178

    		-0.9 ms

  





  

    		2024-09-12 18:54:39.290654

    		-2.2 ms

  





  

    		2024-09-12 19:54:40.911431

    		1.3 ms

  





  

    		2024-09-12 20:54:42.667643

    		-1.4 ms

  





  

    		2024-09-12 21:54:45.361998

    		-0.8 ms

  





  

    		2024-09-12 22:54:48.884889

    		-0.3 ms

  





  

    		2024-09-12 23:54:50.882628

    		0.8 ms

  





  

    		2024-09-13 00:54:53.541377

    		-0.1 ms

  





  

    		2024-09-13 01:54:56.379168

    		-1.9 ms

  





  

    		2024-09-13 02:54:58.230082

    		-1.6 ms

  





  

    		2024-09-13 03:55:02.242699

    		-0.8 ms

  





  

    		2024-09-13 04:55:04.27716

    		-0.5 ms

  





  

    		2024-09-13 05:55:07.178954

    		1.8 ms

  





  

    		2024-09-13 06:55:09.103063

    		2.9 ms

  





  

    		2024-09-13 07:55:11.773089

    		0.5 ms

  





  

    		2024-09-13 08:55:13.599479

    		0.6 ms

  





  

    		2024-09-13 09:55:15.95018

    		1.3 ms

  





  

    		2024-09-13 10:55:17.506573

    		0.2 ms

  





  

    		2024-09-13 11:55:20.021417

    		0.7 ms

  





  

    		2024-09-13 12:55:22.168864

    		-0.1 ms

  





  

    		2024-09-13 13:55:24.631369

    		1.8 ms

  





  

    		2024-09-13 14:55:26.241414

    		-1.3 ms

  





  

    		2024-09-13 15:55:28.279459

    		-0.5 ms

  





  

    		2024-09-13 16:55:30.368802

    		3.0 ms

  





  

    		2024-09-13 17:55:32.403999

    		-0.4 ms

  





  

    		2024-09-13 18:55:35.910094

    		-0.7 ms

  





  

    		2024-09-13 19:55:38.09264

    		-0.1 ms

  





  

    		2024-09-13 20:55:39.846628

    		-0.1 ms

  





  

    		2024-09-13 21:55:41.753716

    		0.3 ms

  





  

    		2024-09-13 22:55:43.477208

    		0.0 ms

  





  

    		2024-09-13 23:55:45.274227

    		-1.3 ms

  





  

    		2024-09-14 00:55:47.708561

    		-3.2 ms

  





  

    		2024-09-14 01:55:49.999477

    		-1.9 ms

  





  

    		2024-09-14 02:55:52.106576

    		-0.1 ms

  





  

    		2024-09-14 03:55:53.999268

    		2.2 ms

  





  

    		2024-09-14 04:55:55.78891

    		1.6 ms

  





  

    		2024-09-14 05:55:57.457785

    		-0.2 ms

  





  

    		2024-09-14 06:56:00.84938

    		-0.3 ms

  





  

    		2024-09-14 07:56:03.448907

    		0.3 ms

  





  

    		2024-09-14 08:56:05.654153

    		-0.5 ms

  





  

    		2024-09-14 09:56:07.221146

    		0.5 ms

  





  

    		2024-09-14 10:56:08.652073

    		2.4 ms

  





  

    		2024-09-14 11:56:11.049512

    		-1.0 ms

  





  

    		2024-09-14 12:56:13.588049

    		2.7 ms

  





  

    		2024-09-14 13:56:15.885222

    		-1.8 ms

  





  

    		2024-09-14 14:56:19.267186

    		-1.4 ms

  





  

    		2024-09-14 15:56:22.009343

    		1.5 ms

  





  

    		2024-09-14 16:56:23.478099

    		1.3 ms

  





  

    		2024-09-14 17:56:26.611393

    		-1.4 ms

  





  

    		2024-09-14 18:56:30.237278

    		0.5 ms

  





  

    		2024-09-14 19:56:34.267149

    		-2.5 ms

  





  

    		2024-09-14 20:56:36.421418

    		-0.3 ms

  





  

    		2024-09-14 21:56:38.331407

    		1.6 ms

  





  

    		2024-09-14 22:56:39.937251

    		-1.4 ms

  





  

    		2024-09-14 23:56:43.318765

    		-1.8 ms

  





  

    		2024-09-15 00:56:45.599383

    		1.3 ms

  





  

    		2024-09-15 01:56:47.900577

    		0.2 ms

  





  

    		2024-09-15 02:56:50.092876

    		0.5 ms

  





  

    		2024-09-15 03:56:52.605166

    		-1.6 ms

  





  

    		2024-09-15 04:56:54.421542

    		2.9 ms

  





  

    		2024-09-15 05:56:57.154335

    		1.8 ms

  





  

    		2024-09-15 06:56:58.757015

    		2.4 ms

  





  

    		2024-09-15 07:57:00.32515

    		-0.2 ms

  





  

    		2024-09-15 08:57:01.781086

    		0.2 ms

  





  

    		2024-09-15 09:57:03.295663

    		-0.9 ms

  





  

    		2024-09-15 10:57:05.960284

    		-0.9 ms

  





  

    		2024-09-15 11:57:08.444413

    		-0.9 ms

  





  

    		2024-09-15 12:57:10.238751

    		2.0 ms

  





  

    		2024-09-15 13:57:12.776888

    		2.0 ms

  





  

    		2024-09-15 14:57:15.351944

    		0.3 ms

  





  

    		2024-09-15 15:57:17.670773

    		-0.8 ms

  





  

    		2024-09-15 16:57:19.28974

    		0.8 ms

  





  

    		2024-09-15 17:57:22.498083

    		-0.4 ms

  





  

    		2024-09-15 18:57:24.375707

    		1.1 ms

  





  

    		2024-09-15 19:57:26.373171

    		0.8 ms

  





  

    		2024-09-15 20:57:27.884339

    		3.2 ms

  





  

    		2024-09-15 21:57:30.006967

    		-0.1 ms

  





  

    		2024-09-15 22:57:31.468571

    		-2.3 ms

  





  

    		2024-09-15 23:57:33.543164

    		-0.8 ms

  





  

    		2024-09-16 00:57:36.640119

    		-1.1 ms

  





  

    		2024-09-16 01:57:40.151951

    		-0.7 ms

  





  

    		2024-09-16 02:57:43.429485

    		-1.5 ms

  





  

    		2024-09-16 03:57:46.173047

    		1.2 ms

  





  

    		2024-09-16 04:57:48.449399

    		-0.5 ms

  





  

    		2024-09-16 05:57:50.601034

    		2.1 ms

  





  

    		2024-09-16 06:57:53.043216

    		-0.1 ms

  





  

    		2024-09-16 07:57:54.938041

    		3.9 ms

  





  

    		2024-09-16 08:57:56.921915

    		1.8 ms

  





  

    		2024-09-16 09:57:58.677421

    		-0.6 ms

  





  

    		2024-09-16 10:58:00.287436

    		1.9 ms

  





  

    		2024-09-16 11:58:02.192728

    		2.7 ms

  





  

    		2024-09-16 12:58:04.524349

    		2.2 ms

  





  

    		2024-09-16 13:58:06.537222

    		2.5 ms

  





  

    		2024-09-16 14:58:08.747772

    		-0.2 ms

  





  

    		2024-09-16 15:58:10.568676

    		1.5 ms

  





  

    		2024-09-16 16:58:12.120139

    		1.5 ms

  





  

    		2024-09-16 17:58:14.82879

    		-1.4 ms

  





  

    		2024-09-16 18:58:16.606057

    		-3.5 ms

  





  

    		2024-09-16 19:58:18.369913

    		-4.8 ms

  





  

    		2024-09-16 20:58:20.190434

    		-1.6 ms

  





  

    		2024-09-16 21:58:21.839801

    		0.8 ms

  





  

    		2024-09-16 22:58:23.399695

    		-0.7 ms

  





  

    		2024-09-16 23:58:25.239941

    		-0.8 ms

  





  

    		2024-09-17 00:58:26.91601

    		2.6 ms

  





  

    		2024-09-17 01:58:28.722183

    		1.4 ms

  





  

    		2024-09-17 02:58:30.494164

    		1.7 ms

  





  

    		2024-09-17 03:58:32.73839

    		1.5 ms

  





  

    		2024-09-17 04:58:34.501186

    		-1.9 ms

  





  

    		2024-09-17 05:58:36.796184

    		-1.1 ms

  





  

    		2024-09-17 06:58:39.279536

    		-0.6 ms

  





  

    		2024-09-17 07:58:42.602422

    		2.8 ms

  





  

    		2024-09-17 08:58:44.351733

    		1.4 ms

  





  

    		2024-09-17 09:58:46.373946

    		2.8 ms

  





  

    		2024-09-17 10:58:48.2562

    		2.2 ms

  





  

    		2024-09-17 11:58:49.853474

    		0.1 ms

  





  

    		2024-09-17 12:58:51.429515

    		1.5 ms

  





  

    		2024-09-17 13:58:53.632606

    		1.2 ms

  





  

    		2024-09-17 14:58:55.481201

    		-1.4 ms

  





  

    		2024-09-17 15:58:57.460197

    		-0.6 ms

  





  

    		2024-09-17 16:58:59.178861

    		-1.4 ms

  





  

    		2024-09-17 17:59:01.336977

    		-0.4 ms

  





  

    		2024-09-17 18:59:05.173509

    		0.3 ms

  





  

    		2024-09-17 19:59:07.05902

    		-0.2 ms

  





  

    		2024-09-17 20:59:10.156209

    		-2.8 ms

  





  

    		2024-09-17 21:59:11.876027

    		-4.0 ms

  





  

    		2024-09-17 22:59:15.104474

    		0.1 ms

  





  

    		2024-09-17 23:59:17.434571

    		-1.2 ms

  





  

    		2024-09-18 00:59:20.57867

    		-0.3 ms

  





  

    		2024-09-18 01:59:23.305596

    		-1.2 ms

  





  

    		2024-09-18 02:59:24.957423

    		-0.1 ms

  





  

    		2024-09-18 03:59:26.5619

    		-1.3 ms

  





  

    		2024-09-18 04:59:28.205781

    		-0.5 ms

  





  

    		2024-09-18 05:59:29.914539

    		-1.7 ms

  





  

    		2024-09-18 06:59:31.571804

    		0.6 ms

  





  

    		2024-09-18 07:59:33.861033

    		0.0 ms

  





  

    		2024-09-18 08:59:35.680914

    		6.9 ms

  





  

    		2024-09-18 09:59:37.330121

    		6.7 ms

  





  

    		2024-09-18 10:59:39.725978

    		1.7 ms

  





  

    		2024-09-18 11:59:41.789661

    		-0.5 ms

  





  

    		2024-09-18 12:59:43.347789

    		0.8 ms

  





  

    		2024-09-18 13:59:44.842793

    		1.3 ms

  





  

    		2024-09-18 14:59:46.504356

    		0.9 ms

  





  

    		2024-09-18 15:59:50.134298

    		9.7 ms

  





  

    		2024-09-18 16:59:51.806436

    		1.5 ms

  





  

    		2024-09-18 17:59:54.690134

    		-6.5 ms

  





  

    		2024-09-18 18:59:56.724291

    		-3.1 ms

  





  

    		2024-09-18 19:59:58.492108

    		2.1 ms

  





  

    		2024-09-18 21:00:00.387429

    		-2.0 ms

  





  

    		2024-09-18 22:00:04.050411

    		0.1 ms

  





  

    		2024-09-18 23:00:06.535175

    		-0.5 ms

  





  

    		2024-09-19 00:00:09.990706

    		-4.2 ms

  





  

    		2024-09-19 01:00:12.00808

    		-1.4 ms

  





  

    		2024-09-19 02:00:16.345315

    		-1.3 ms

  





  

    		2024-09-19 03:00:18.664387

    		1.1 ms

  





  

    		2024-09-19 04:00:21.427954

    		0.9 ms

  





  

    		2024-09-19 05:00:23.515149

    		1.4 ms

  





  

    		2024-09-19 06:00:25.161861

    		3.7 ms

  





  

    		2024-09-19 07:00:27.507911

    		-0.7 ms

  





  

    		2024-09-19 08:00:28.960378

    		1.7 ms

  





  

    		2024-09-19 09:00:30.62014

    		0.0 ms

  





  

    		2024-09-19 10:00:32.565162

    		2.7 ms

  





  

    		2024-09-19 11:00:34.801762

    		0.3 ms

  





  

    		2024-09-19 12:00:37.937253

    		-0.8 ms

  





  

    		2024-09-19 13:00:40.023388

    		3.6 ms

  





  

    		2024-09-19 14:00:42.01481

    		0.8 ms

  





  

    		2024-09-19 15:00:43.737239

    		-9.8 ms

  





  

    		2024-09-19 16:00:45.582316

    		0.2 ms

  





  

    		2024-09-19 17:00:47.546438

    		-2.5 ms

  





  

    		2024-09-19 18:00:50.107777

    		-1.0 ms

  





  

    		2024-09-19 19:00:52.951044

    		-4.4 ms

  





  

    		2024-09-19 20:00:54.475199

    		-3.6 ms

  





  

    		2024-09-19 21:00:56.749386

    		1.9 ms

  





  

    		2024-09-19 22:00:59.561204

    		1.4 ms

  





  

    		2024-09-19 23:01:03.115449

    		2.3 ms

  





  

    		2024-09-20 00:01:04.909937

    		0.2 ms

  





  

    		2024-09-20 01:01:07.456125

    		1.8 ms

  





  

    		2024-09-20 02:01:09.602191

    		-1.1 ms

  





  

    		2024-09-20 03:01:11.195018

    		-0.6 ms

  





  

    		2024-09-20 04:01:13.116302

    		0.2 ms

  





  

    		2024-09-20 05:01:15.670567

    		2.1 ms

  





  

    		2024-09-20 06:01:17.574262

    		-0.4 ms

  





  

    		2024-09-20 07:01:19.850642

    		1.9 ms

  





  

    		2024-09-20 08:01:22.1447

    		2.8 ms

  





  

    		2024-09-20 09:01:24.337807

    		1.9 ms

  





  

    		2024-09-20 10:01:26.278217

    		2.4 ms

  





  

    		2024-09-20 11:01:28.323457

    		-8.0 ms

  





  

    		2024-09-20 12:01:30.566973

    		0.7 ms

  





  

    		2024-09-20 13:01:32.349943

    		0.1 ms

  





  

    		2024-09-20 14:01:33.980539

    		-4.0 ms

  





  

    		2024-09-20 15:01:36.38578

    		2.2 ms

  





  

    		2024-09-20 16:01:38.294332

    		-0.2 ms

  





  

    		2024-09-20 17:01:42.481223

    		0.5 ms

  





  

    		2024-09-20 18:01:45.109722

    		1.7 ms

  





  

    		2024-09-20 19:01:47.991463

    		-1.2 ms

  





  

    		2024-09-20 20:01:49.650148

    		-2.0 ms

  





  

    		2024-09-20 21:01:53.449477

    		-2.3 ms

  





  

    		2024-09-20 22:01:56.904993

    		0.0 ms

  





  

    		2024-09-20 23:01:58.943517

    		-1.3 ms

  





  

    		2024-09-21 00:02:00.602767

    		-1.1 ms

  





  

    		2024-09-21 01:02:04.003419

    		0.2 ms

  





  

    		2024-09-21 02:02:05.498007

    		0.2 ms

  





  

    		2024-09-21 03:02:08.152528

    		1.2 ms

  





  

    		2024-09-21 04:02:10.199383

    		1.1 ms

  





  

    		2024-09-21 05:02:13.565381

    		-1.5 ms

  





  

    		2024-09-21 06:02:15.38905

    		1.5 ms

  





  

    		2024-09-21 07:02:17.6

    		1.1 ms

  





  

    		2024-09-21 08:02:19.828746

    		0.4 ms

  





  

    		2024-09-21 09:02:21.710944

    		1.1 ms

  





  

    		2024-09-21 10:02:23.809915

    		-0.2 ms

  





  

    		2024-09-21 11:02:26.36598

    		-0.6 ms

  





  

    		2024-09-21 12:02:28.62815

    		0.0 ms

  





  

    		2024-09-21 13:02:30.586295

    		1.3 ms

  





  

    		2024-09-21 14:02:32.29099

    		1.1 ms

  





  

    		2024-09-21 15:02:34.309227

    		-0.1 ms

  





  

    		2024-09-21 16:02:36.716787

    		-0.2 ms

  





  

    		2024-09-21 17:02:39.28449

    		-1.1 ms

  





  

    		2024-09-21 18:02:41.175722

    		0.4 ms

  





  

    		2024-09-21 19:02:43.413882

    		-0.7 ms

  





  

    		2024-09-21 20:02:46.461002

    		-2.1 ms

  





  

    		2024-09-21 21:02:49.678319

    		-1.7 ms

  





  

    		2024-09-21 22:02:53.300633

    		0.5 ms

  





  

    		2024-09-21 23:02:54.942161

    		-1.8 ms

  





  

    		2024-09-22 00:02:57.74355

    		-0.6 ms

  





  

    		2024-09-22 01:03:00.056625

    		-0.4 ms

  





  

    		2024-09-22 02:03:02.191968

    		0.5 ms

  





  

    		2024-09-22 03:03:03.701239

    		1.4 ms

  





  

    		2024-09-22 04:03:05.65716

    		0.0 ms

  





  

    		2024-09-22 05:03:07.904859

    		-0.1 ms

  





  

    		2024-09-22 06:03:09.705175

    		-0.4 ms

  





  

    		2024-09-22 07:03:12.579003

    		0.9 ms

  





  

    		2024-09-22 08:03:15.116472

    		1.0 ms

  





  

    		2024-09-22 09:03:16.662151

    		3.6 ms

  





  

    		2024-09-22 10:03:18.26562

    		1.0 ms

  





  

    		2024-09-22 11:03:19.863369

    		-0.3 ms

  





  

    		2024-09-22 12:03:21.371574

    		-0.9 ms

  





  

    		2024-09-22 13:03:22.967043

    		-0.4 ms

  





  

    		2024-09-22 14:03:24.504415

    		0.1 ms

  





  

    		2024-09-22 15:03:26.019223

    		0.6 ms

  





  

    		2024-09-22 16:03:27.652274

    		0.5 ms

  





  

    		2024-09-22 17:03:31.778799

    		0.7 ms

  





  

    		2024-09-22 18:03:33.588328

    		0.5 ms

  





  

    		2024-09-22 19:03:36.713211

    		-2.9 ms

  





  

    		2024-09-22 20:03:38.189

    		0.6 ms

  





  

    		2024-09-22 21:03:41.919307

    		1.3 ms

  





  

    		2024-09-22 22:03:43.675324

    		-2.9 ms

  





  

    		2024-09-22 23:03:46.488056

    		-1.8 ms

  





  

    		2024-09-23 00:03:50.114371

    		-0.5 ms

  





  

    		2024-09-23 01:03:52.091736

    		-1.8 ms

  





  

    		2024-09-23 02:03:54.372933

    		-1.2 ms

  





  

    		2024-09-23 03:03:57.136768

    		-0.2 ms

  





  

    		2024-09-23 04:03:58.825894

    		0.2 ms

  





  

    		2024-09-23 05:04:01.035626

    		2.9 ms

  





  

    		2024-09-23 06:04:03.432042

    		5.2 ms

  





  

    		2024-09-23 07:04:05.500189

    		1.2 ms

  





  

    		2024-09-23 08:04:07.251428

    		1.4 ms

  





  

    		2024-09-23 09:04:08.849738

    		2.2 ms

  





  

    		2024-09-23 10:04:10.290845

    		-1.3 ms

  





  

    		2024-09-23 11:04:13.365229

    		-1.7 ms

  





  

    		2024-09-23 12:04:14.988073

    		-0.2 ms

  





  

    		2024-09-23 13:04:16.835838

    		-0.4 ms

  





  

    		2024-09-23 14:04:19.135258

    		1.2 ms

  





  

    		2024-09-23 15:04:20.637454

    		-1.0 ms

  





  

    		2024-09-23 16:04:22.129396

    		-0.9 ms

  





  

    		2024-09-23 17:04:24.47297

    		0.4 ms

  





  

    		2024-09-23 18:04:26.102298

    		4.4 ms

  





  

    		2024-09-23 19:04:28.031175

    		4.9 ms

  





  

    		2024-09-23 20:04:29.883216

    		-1.9 ms

  





  

    		2024-09-23 21:04:32.98213

    		-1.0 ms

  





  

    		2024-09-23 22:04:36.299724

    		0.1 ms

  





  

    		2024-09-23 23:04:38.193334

    		-1.4 ms

  





  

    		2024-09-24 00:04:40.185031

    		-1.6 ms

  





  

    		2024-09-24 01:04:43.03466

    		0.7 ms

  





  

    		2024-09-24 02:04:45.246455

    		1.5 ms

  





  

    		2024-09-24 03:04:47.492665

    		1.9 ms

  





  

    		2024-09-24 04:04:50.900773

    		-1.5 ms

  





  

    		2024-09-24 05:04:52.783725

    		0.0 ms

  





  

    		2024-09-24 06:04:56.276594

    		0.9 ms

  





  

    		2024-09-24 07:04:58.110138

    		0.5 ms

  





  

    		2024-09-24 08:04:59.598601

    		1.3 ms

  





  

    		2024-09-24 09:05:01.351854

    		1.9 ms

  





  

    		2024-09-24 10:05:03.207604

    		-0.3 ms

  





  

    		2024-09-24 11:05:04.860251

    		-0.7 ms

  





  

    		2024-09-24 12:05:07.672969

    		-0.7 ms

  





  

    		2024-09-24 13:05:09.698107

    		0.6 ms

  





  

    		2024-09-24 14:05:11.62701

    		0.2 ms

  





  

    		2024-09-24 15:05:13.676682

    		0.7 ms

  





  

    		2024-09-24 16:05:16.392973

    		-1.2 ms

  





  

    		2024-09-24 17:05:18.639141

    		-0.3 ms

  





  

    		2024-09-24 18:05:20.323216

    		0.0 ms

  





  

    		2024-09-24 19:05:22.673009

    		-2.7 ms

  





  

    		2024-09-24 20:05:25.781106

    		-1.5 ms

  





  

    		2024-09-24 21:05:28.510459

    		-4.3 ms

  





  

    		2024-09-24 22:05:31.51363

    		-1.9 ms

  





  

    		2024-09-24 23:05:34.199641

    		0.0 ms

  





  

    		2024-09-25 00:05:37.470001

    		-2.2 ms

  





  

    		2024-09-25 01:05:40.347965

    		-1.5 ms

  





  

    		2024-09-25 02:05:42.721073

    		0.5 ms

  





  

    		2024-09-25 03:05:46.100799

    		0.9 ms

  





  

    		2024-09-25 04:05:48.31735

    		-0.2 ms

  





  

    		2024-09-25 05:05:50.331597

    		0.3 ms

  





  

    		2024-09-25 06:05:53.930995

    		-0.7 ms

  





  

    		2024-09-25 07:05:55.894137

    		0.4 ms

  





  

    		2024-09-25 08:05:58.829364

    		0.5 ms

  





  

    		2024-09-25 09:06:01.293311

    		3.5 ms

  





  

    		2024-09-25 10:06:05.002067

    		1.2 ms

  





  

    		2024-09-25 11:06:07.750727

    		2.5 ms

  





  

    		2024-09-25 12:06:10.223315

    		0.5 ms

  





  

    		2024-09-25 13:06:12.326303

    		1.6 ms

  





  

    		2024-09-25 14:06:13.873377

    		2.6 ms

  





  

    		2024-09-25 15:06:15.532647

    		0.8 ms

  





  

    		2024-09-25 16:06:17.824818

    		-0.4 ms

  





  

    		2024-09-25 17:06:19.697751

    		0.6 ms

  





  

    		2024-09-25 18:06:21.377569

    		-0.4 ms

  





  

    		2024-09-25 19:06:23.166559

    		-0.1 ms

  





  

    		2024-09-25 20:06:25.436396

    		-1.1 ms

  





  

    		2024-09-25 21:06:27.424234

    		1.2 ms

  





  

    		2024-09-25 22:06:29.077614

    		-1.0 ms

  





  

    		2024-09-25 23:06:32.856238

    		-2.3 ms

  





  

    		2024-09-26 00:06:35.554536

    		-0.4 ms

  





  

    		2024-09-26 01:06:37.838756

    		0.2 ms

  





  

    		2024-09-26 02:06:39.5267

    		-1.4 ms

  





  

    		2024-09-26 03:06:42.104271

    		0.6 ms

  





  

    		2024-09-26 04:06:44.916246

    		2.0 ms

  





  

    		2024-09-26 05:06:48.739056

    		-0.5 ms

  





  

    		2024-09-26 06:06:51.569811

    		1.1 ms

  





  

    		2024-09-26 07:06:54.007933

    		0.1 ms

  





  

    		2024-09-26 08:06:55.639616

    		2.9 ms

  





  

    		2024-09-26 09:06:57.188519

    		-0.2 ms

  





  

    		2024-09-26 10:06:59.039438

    		2.5 ms

  





  

    		2024-09-26 11:07:00.581708

    		-1.7 ms

  





  

    		2024-09-26 12:07:02.483325

    		-0.5 ms

  





  

    		2024-09-26 13:07:04.615776

    		3.3 ms

  





  

    		2024-09-26 14:07:06.484359

    		0.5 ms

  





  

    		2024-09-26 15:07:08.727555

    		-1.8 ms

  





  

    		2024-09-26 16:07:11.039367

    		-1.6 ms

  





  

    		2024-09-26 17:07:12.848293

    		-0.2 ms

  





  

    		2024-09-26 18:07:14.575047

    		-4.5 ms

  





  

    		2024-09-26 19:07:16.351101

    		0.8 ms

  





  

    		2024-09-26 20:07:19.372791

    		0.7 ms

  





  

    		2024-09-26 21:07:21.467264

    		1.3 ms

  





  

    		2024-09-26 22:07:24.90019

    		-2.5 ms

  





  

    		2024-09-26 23:07:26.633884

    		-1.2 ms

  





  

    		2024-09-27 00:07:28.816976

    		-0.1 ms

  





  

    		2024-09-27 01:07:31.013521

    		-1.7 ms

  





  

    		2024-09-27 02:07:33.445938

    		-0.8 ms

  





  

    		2024-09-27 03:07:36.486108

    		-0.9 ms

  





  

    		2024-09-27 04:07:38.474655

    		-0.4 ms

  





  

    		2024-09-27 05:07:41.310726

    		3.1 ms

  





  

    		2024-09-27 06:07:43.760859

    		2.5 ms

  





  

    		2024-09-27 07:07:46.060637

    		-0.6 ms

  





  

    		2024-09-27 08:07:48.892988

    		1.1 ms

  





  

    		2024-09-27 09:07:50.951527

    		-1.0 ms

  





  

    		2024-09-27 10:07:52.912506

    		0.8 ms

  





  

    		2024-09-27 11:07:56.122932

    		0.2 ms

  





  

    		2024-09-27 12:07:58.630022

    		0.8 ms

  





  

    		2024-09-27 13:08:01.416817

    		1.8 ms

  





  

    		2024-09-27 14:08:03.313146

    		0.0 ms

  





  

    		2024-09-27 15:08:06.470901

    		1.2 ms

  





  

    		2024-09-27 16:08:08.055487

    		-0.6 ms

  





  

    		2024-09-27 17:08:10.111072

    		-1.0 ms

  





  

    		2024-09-27 18:08:12.578253

    		-1.5 ms

  





  

    		2024-09-27 19:08:15.500327

    		-0.2 ms

  





  

    		2024-09-27 20:08:17.888733

    		0.3 ms

  





  

    		2024-09-27 21:08:19.50986

    		-1.1 ms

  





  

    		2024-09-27 22:08:21.648708

    		0.8 ms

  





  

    		2024-09-27 23:08:23.811344

    		-2.2 ms

  





  

    		2024-09-28 00:08:26.20909

    		-1.6 ms

  





  

    		2024-09-28 01:08:29.03118

    		0.6 ms

  





  

    		2024-09-28 02:08:31.868643

    		-1.4 ms

  





  

    		2024-09-28 03:08:34.554034

    		-0.3 ms

  





  

    		2024-09-28 04:08:36.855078

    		2.3 ms

  





  

    		2024-09-28 05:08:39.50956

    		0.6 ms

  





  

    		2024-09-28 06:08:41.311365

    		-0.1 ms

  





  

    		2024-09-28 07:08:43.120124

    		0.7 ms

  





  

    		2024-09-28 08:08:45.491572

    		3.0 ms

  





  

    		2024-09-28 09:08:47.093306

    		-1.2 ms

  





  

    		2024-09-28 10:08:49.086084

    		0.2 ms

  





  

    		2024-09-28 11:08:50.783218

    		-0.6 ms

  





  

    		2024-09-28 12:08:52.390209

    		0.7 ms

  





  

    		2024-09-28 13:08:54.747814

    		3.3 ms

  





  

    		2024-09-28 14:08:56.390614

    		-0.1 ms

  





  

    		2024-09-28 15:08:58.693933

    		1.8 ms

  





  

    		2024-09-28 16:09:01.136909

    		-0.7 ms

  





  

    		2024-09-28 17:09:03.054791

    		1.4 ms

  





  

    		2024-09-28 18:09:06.572138

    		-1.2 ms

  





  

    		2024-09-28 19:09:08.643163

    		0.0 ms

  





  

    		2024-09-28 20:09:10.368074

    		-1.7 ms

  





  

    		2024-09-28 21:09:12.348602

    		-2.1 ms

  





  

    		2024-09-28 22:09:14.129303

    		-0.9 ms

  





  

    		2024-09-28 23:09:17.098182

    		-1.0 ms

  





  

    		2024-09-29 00:09:19.431677

    		-2.1 ms

  





  

    		2024-09-29 01:09:21.758828

    		-1.0 ms

  





  

    		2024-09-29 02:09:24.608629

    		-0.1 ms

  





  

    		2024-09-29 03:09:27.127044

    		-0.3 ms

  





  

    		2024-09-29 04:09:30.119564

    		-0.2 ms

  





  

    		2024-09-29 05:09:33.170894

    		2.9 ms

  





  

    		2024-09-29 06:09:35.935475

    		1.0 ms

  





  

    		2024-09-29 07:09:37.725837

    		3.0 ms

  





  

    		2024-09-29 08:09:39.554152

    		0.2 ms

  





  

    		2024-09-29 09:09:41.633053

    		-0.8 ms

  





  

    		2024-09-29 10:09:43.388479

    		0.7 ms

  





  

    		2024-09-29 11:09:45.027987

    		-0.8 ms

  





  

    		2024-09-29 12:09:47.915515

    		0.7 ms

  





  

    		2024-09-29 13:09:49.431659

    		-1.5 ms

  





  

    		2024-09-29 14:09:53.542024

    		0.0 ms

  





  

    		2024-09-29 15:09:55.231471

    		-0.6 ms

  





  

    		2024-09-29 16:09:56.802747

    		-0.2 ms

  





  

    		2024-09-29 17:09:59.764265

    		1.1 ms

  





  

    		2024-09-29 18:10:01.735658

    		-1.7 ms

  





  

    		2024-09-29 19:10:04.00124

    		-2.0 ms

  





  

    		2024-09-29 20:10:05.627347

    		-0.2 ms

  





  

    		2024-09-29 21:10:07.335861

    		2.2 ms

  





  

    		2024-09-29 22:10:09.88149

    		2.0 ms

  





  

    		2024-09-29 23:10:12.703103

    		1.3 ms

  





  

    		2024-09-30 00:10:15.239943

    		-0.9 ms

  





  

    		2024-09-30 01:10:16.939518

    		-2.7 ms

  





  

    		2024-09-30 02:10:19.909148

    		0.0 ms

  





  

    		2024-09-30 03:10:21.633303

    		0.6 ms

  





  

    		2024-09-30 04:10:24.53442

    		-0.5 ms

  





  

    		2024-09-30 05:10:27.038837

    		1.5 ms

  





  

    		2024-09-30 06:10:29.301153

    		0.3 ms

  





  

    		2024-09-30 07:10:32.503641

    		-0.1 ms

  





  

    		2024-09-30 08:10:34.571463

    		-0.5 ms

  





  

    		2024-09-30 09:10:36.35262

    		0.1 ms

  





  

    		2024-09-30 10:10:39.25849

    		-1.4 ms

  





  

    		2024-09-30 11:10:41.64769

    		-0.6 ms

  





  

    		2024-09-30 12:10:44.174435

    		-1.4 ms

  





  

    		2024-09-30 13:10:45.641012

    		-1.3 ms

  





  

    		2024-09-30 14:10:47.620004

    		0.3 ms

  





  

    		2024-09-30 15:10:49.144615

    		0.5 ms

  





  

    		2024-09-30 16:10:51.137693

    		-0.2 ms

  





  

    		2024-09-30 17:10:53.591986

    		-0.7 ms

  





  

    		2024-09-30 18:10:55.068393

    		2.0 ms

  





  

    		2024-09-30 19:10:57.032755

    		0.5 ms

  





  

    		2024-09-30 20:10:59.014633

    		-0.5 ms

  





  

    		2024-09-30 21:11:01.435752

    		-2.4 ms

  





  

    		2024-09-30 22:11:03.724811

    		-1.2 ms

  





  

    		2024-09-30 23:11:06.360501

    		-1.6 ms

  





  

    		2024-10-01 00:11:09.773068

    		-4.7 ms

  





  

    		2024-10-01 01:11:11.489019

    		0.0 ms

  





  

    		2024-10-01 02:11:14.532185

    		-0.5 ms

  





  

    		2024-10-01 03:11:18.067863

    		1.6 ms

  





  

    		2024-10-01 04:11:21.023798

    		0.0 ms

  





  

    		2024-10-01 05:11:23.174701

    		0.1 ms

  





  

    		2024-10-01 06:11:24.987663

    		2.9 ms

  





  

    		2024-10-01 07:11:26.714659

    		1.7 ms

  





  

    		2024-10-01 08:11:28.988465

    		2.0 ms

  





  

    		2024-10-01 09:11:31.169977

    		0.1 ms

  





  

    		2024-10-01 10:11:32.740269

    		2.6 ms

  





  

    		2024-10-01 11:11:34.823268

    		0.7 ms

  





  

    		2024-10-01 12:11:37.287129

    		0.7 ms

  





  

    		2024-10-01 13:11:38.805142

    		0.1 ms

  





  

    		2024-10-01 14:11:40.925737

    		0.9 ms

  





  

    		2024-10-01 15:11:43.207994

    		-0.8 ms

  





  

    		2024-10-01 16:11:45.349898

    		2.3 ms

  





  

    		2024-10-01 17:11:46.929809

    		2.8 ms

  





  

    		2024-10-01 18:11:48.832827

    		-3.7 ms

  





  

    		2024-10-01 19:11:50.434735

    		-1.3 ms

  





  

    		2024-10-01 20:11:54.352563

    		-0.9 ms

  





  

    		2024-10-01 21:11:56.085732

    		-2.4 ms

  





  

    		2024-10-01 22:11:57.839919

    		0.7 ms

  





  

    		2024-10-01 23:12:00.848346

    		-0.1 ms

  





  

    		2024-10-02 00:12:02.839413

    		0.5 ms

  





  

    		2024-10-02 01:12:05.288462

    		-1.3 ms

  





  

    		2024-10-02 02:12:06.919355

    		1.7 ms

  





  

    		2024-10-02 03:12:09.002733

    		3.4 ms

  





  

    		2024-10-02 04:12:12.034295

    		0.1 ms

  





  

    		2024-10-02 05:12:14.836676

    		1.1 ms

  





  

    		2024-10-02 06:12:17.190175

    		1.3 ms

  





  

    		2024-10-02 07:12:18.972835

    		0.3 ms

  





  

    		2024-10-02 08:12:20.993867

    		1.9 ms

  





  

    		2024-10-02 09:12:22.776516

    		-1.2 ms

  





  

    		2024-10-02 10:12:25.007252

    		0.0 ms

  





  

    		2024-10-02 11:12:27.403723

    		-0.9 ms

  





  

    		2024-10-02 12:12:30.400895

    		1.9 ms

  





  

    		2024-10-02 13:12:31.848862

    		-1.7 ms

  





  

    		2024-10-02 14:12:33.484753

    		0.8 ms

  





  

    		2024-10-02 15:12:36.04927

    		1.3 ms

  





  

    		2024-10-02 16:12:37.823562

    		-1.4 ms

  





  

    		2024-10-02 17:12:39.733824

    		-0.8 ms

  





  

    		2024-10-02 18:12:42.048122

    		-1.9 ms

  





  

    		2024-10-02 19:12:44.094957

    		0.9 ms

  





  

    		2024-10-02 20:12:46.516749

    		0.8 ms

  





  

    		2024-10-02 21:12:48.321632

    		-0.5 ms

  





  

    		2024-10-02 22:12:51.245732

    		-3.5 ms

  





  

    		2024-10-02 23:12:53.321353

    		1.1 ms

  





  

    		2024-10-03 00:12:56.876419

    		0.0 ms

  





  

    		2024-10-03 01:12:58.46798

    		-0.8 ms

  





  

    		2024-10-03 02:13:02.068684

    		0.7 ms

  





  

    		2024-10-03 03:13:04.595805

    		-0.8 ms

  





  

    		2024-10-03 04:13:06.151738

    		-0.9 ms

  





  

    		2024-10-03 05:13:10.156572

    		-1.7 ms

  





  

    		2024-10-03 06:13:11.817111

    		-1.6 ms

  





  

    		2024-10-03 07:13:14.580811

    		0.6 ms

  





  

    		2024-10-03 08:13:16.72516

    		1.9 ms

  





  

    		2024-10-03 09:13:18.608663

    		2.9 ms

  





  

    		2024-10-03 10:13:21.077117

    		2.1 ms

  





  

    		2024-10-03 11:13:22.880402

    		0.8 ms

  





  

    		2024-10-03 12:13:24.43723

    		-1.8 ms

  





  

    		2024-10-03 13:13:25.99753

    		-1.6 ms

  





  

    		2024-10-03 14:13:27.726975

    		-2.7 ms

  





  

    		2024-10-03 15:13:29.191352

    		0.3 ms

  





  

    		2024-10-03 16:13:31.482129

    		-1.0 ms

  





  

    		2024-10-03 17:13:33.185474

    		1.1 ms

  





  

    		2024-10-03 18:13:34.686374

    		0.8 ms

  





  

    		2024-10-03 19:13:36.815731

    		-1.5 ms

  





  

    		2024-10-03 20:13:38.560474

    		-1.7 ms

  





  

    		2024-10-03 21:13:41.349377

    		2.0 ms

  





  

    		2024-10-03 22:13:43.980534

    		-0.2 ms

  





  

    		2024-10-03 23:13:47.750946

    		0.4 ms

  





  

    		2024-10-04 00:13:49.26384

    		0.6 ms

  





  

    		2024-10-04 01:13:50.759493

    		0.3 ms

  





  

    		2024-10-04 02:13:53.30762

    		-0.5 ms

  





  

    		2024-10-04 03:13:56.274313

    		-0.6 ms

  





  

    		2024-10-04 04:13:58.186153

    		-0.3 ms

  





  

    		2024-10-04 05:13:59.904233

    		0.3 ms

  





  

    		2024-10-04 06:14:01.608578

    		-0.5 ms

  





  

    		2024-10-04 07:14:04.174755

    		3.3 ms

  





  

    		2024-10-04 08:14:05.790084

    		2.2 ms

  





  

    		2024-10-04 09:14:09.120816

    		1.6 ms

  





  

    		2024-10-04 10:14:10.7196

    		-1.9 ms

  





  

    		2024-10-04 11:14:13.366331

    		0.2 ms

  





  

    		2024-10-04 12:14:14.933924

    		1.5 ms

  





  

    		2024-10-04 13:14:17.438513

    		-2.5 ms

  





  

    		2024-10-04 14:14:19.115436

    		-1.2 ms

  





  

    		2024-10-04 15:14:21.857471

    		-0.5 ms

  





  

    		2024-10-04 16:14:23.750669

    		-1.8 ms

  





  

    		2024-10-04 17:14:25.625044

    		-1.1 ms

  





  

    		2024-10-04 18:14:27.449693

    		1.1 ms

  





  

    		2024-10-04 19:14:29.606169

    		-0.7 ms

  





  

    		2024-10-04 20:14:31.261865

    		2.5 ms

  





  

    		2024-10-04 21:14:33.77052

    		0.6 ms

  





  

    		2024-10-04 22:14:35.916602

    		-1.1 ms

  





  

    		2024-10-04 23:14:38.447073

    		-1.1 ms

  





  

    		2024-10-05 00:14:40.552697

    		0.8 ms

  





  

    		2024-10-05 01:14:42.074999

    		0.0 ms

  





  

    		2024-10-05 02:14:43.916824

    		-0.7 ms

  





  

    		2024-10-05 03:14:46.188199

    		0.3 ms

  





  

    		2024-10-05 04:14:48.099417

    		-0.3 ms

  





  

    		2024-10-05 05:14:50.558893

    		1.6 ms

  





  

    		2024-10-05 06:14:52.77039

    		0.1 ms

  





  

    		2024-10-05 07:14:54.702943

    		-0.5 ms

  





  

    		2024-10-05 08:14:56.146824

    		1.4 ms

  





  

    		2024-10-05 09:14:58.403882

    		-2.0 ms

  





  

    		2024-10-05 10:14:59.966629

    		1.7 ms

  





  

    		2024-10-05 11:15:01.711143

    		-1.0 ms

  





  

    		2024-10-05 12:15:03.789095

    		0.7 ms

  





  

    		2024-10-05 13:15:07.670704

    		0.4 ms

  





  

    		2024-10-05 14:15:09.880232

    		2.3 ms

  





  

    		2024-10-05 15:15:12.989255

    		-0.7 ms

  





  

    		2024-10-05 16:15:14.697653

    		0.8 ms

  





  

    		2024-10-05 17:15:16.784036

    		-0.1 ms

  





  

    		2024-10-05 18:15:18.853648

    		-1.9 ms

  





  

    		2024-10-05 19:15:21.879833

    		0.7 ms

  





  

    		2024-10-05 20:15:24.497418

    		-0.5 ms

  





  

    		2024-10-05 21:15:26.157649

    		-2.0 ms

  





  

    		2024-10-05 22:15:29.836482

    		0.7 ms

  





  

    		2024-10-05 23:15:32.75114

    		-1.3 ms

  





  

    		2024-10-06 00:15:34.761197

    		-1.9 ms

  





  

    		2024-10-06 01:15:36.512979

    		-0.4 ms

  





  

    		2024-10-06 02:15:38.462914

    		-0.5 ms

  





  

    		2024-10-06 03:15:41.972077

    		-1.1 ms

  





  

    		2024-10-06 04:15:43.792235

    		-1.0 ms

  





  

    		2024-10-06 05:15:45.289044

    		1.8 ms

  





  

    		2024-10-06 06:15:47.563581

    		-0.8 ms

  





  

    		2024-10-06 07:15:49.259057

    		0.0 ms

  





  

    		2024-10-06 08:15:52.617342

    		2.0 ms

  





  

    		2024-10-06 09:15:54.14596

    		-0.5 ms

  





  

    		2024-10-06 10:15:56.113435

    		-0.1 ms

  





  

    		2024-10-06 11:15:59.549946

    		-0.4 ms

  





  

    		2024-10-06 12:16:01.455285

    		0.6 ms

  





  

    		2024-10-06 13:16:03.62125

    		0.6 ms

  





  

    		2024-10-06 14:16:05.204459

    		-0.4 ms

  





  

    		2024-10-06 15:16:08.002599

    		-0.9 ms

  





  

    		2024-10-06 16:16:11.273877

    		0.4 ms

  





  

    		2024-10-06 17:16:15.265264

    		-1.0 ms

  





  

    		2024-10-06 18:16:18.5254

    		1.2 ms

  





  

    		2024-10-06 19:16:22.255471

    		0.3 ms

  





  

    		2024-10-06 20:16:23.871432

    		-2.1 ms

  





  

    		2024-10-06 21:16:25.559856

    		0.7 ms

  





  

    		2024-10-06 22:16:27.337013

    		-0.6 ms

  





  

    		2024-10-06 23:16:30.013741

    		0.2 ms

  





  

    		2024-10-07 00:16:32.324375

    		0.5 ms

  





  

    		2024-10-07 01:16:34.701804

    		-0.7 ms

  





  

    		2024-10-07 02:16:36.531442

    		-1.5 ms

  





  

    		2024-10-07 03:16:38.842144

    		1.0 ms

  





  

    		2024-10-07 04:16:40.707555

    		-0.8 ms

  





  

    		2024-10-07 05:16:42.61978

    		-0.3 ms

  





  

    		2024-10-07 06:16:46.041124

    		0.3 ms

  





  

    		2024-10-07 07:16:47.780773

    		0.1 ms

  





  

    		2024-10-07 08:16:51.434516

    		1.9 ms

  





  

    		2024-10-07 09:16:53.003084

    		-3.2 ms

  





  

    		2024-10-07 10:16:54.547303

    		-0.2 ms

  





  

    		2024-10-07 11:16:56.026495

    		-0.9 ms

  





  

    		2024-10-07 12:16:57.999619

    		-2.1 ms

  





  

    		2024-10-07 13:17:00.104387

    		0.6 ms

  





  

    		2024-10-07 14:17:02.032866

    		3.2 ms

  





  

    		2024-10-07 15:17:03.844572

    		-5.3 ms

  





  

    		2024-10-07 16:17:05.53258

    		-0.8 ms

  





  

    		2024-10-07 17:17:07.337553

    		1.6 ms

  





  

    		2024-10-07 18:17:08.986976

    		-3.6 ms

  





  

    		2024-10-07 19:17:10.722561

    		5.6 ms

  





  

    		2024-10-07 20:17:12.509152

    		-0.9 ms

  





  

    		2024-10-07 21:17:13.941309

    		2.9 ms

  





  

    		2024-10-07 22:17:18.033938

    		-0.4 ms

  





  

    		2024-10-07 23:17:20.672163

    		-0.6 ms

  





  

    		2024-10-08 00:17:23.484024

    		-2.7 ms

  





  

    		2024-10-08 01:17:27.616801

    		1.1 ms

  





  

    		2024-10-08 02:17:29.72271

    		-0.6 ms

  





  

    		2024-10-08 03:17:31.213121

    		1.3 ms

  





  

    		2024-10-08 04:17:33.219981

    		0.0 ms

  





  

    		2024-10-08 05:17:34.822118

    		-0.2 ms

  





  

    		2024-10-08 06:17:37.613233

    		0.2 ms

  





  

    		2024-10-08 07:17:39.487713

    		1.6 ms

  





  

    		2024-10-08 08:17:41.666811

    		2.4 ms

  





  

    		2024-10-08 09:17:44.166054

    		1.9 ms

  





  

    		2024-10-08 10:17:45.776286

    		-0.4 ms

  





  

    		2024-10-08 11:17:48.042384

    		-0.7 ms

  





  

    		2024-10-08 12:17:50.497039

    		-0.7 ms

  





  

    		2024-10-08 13:17:51.95847

    		-0.6 ms

  





  

    		2024-10-08 14:17:53.546829

    		2.8 ms

  





  

    		2024-10-08 15:17:55.220373

    		1.5 ms

  





  

    		2024-10-08 16:17:57.448546

    		-0.7 ms

  





  

    		2024-10-08 17:18:00.400511

    		0.5 ms

  





  

    		2024-10-08 18:18:04.683432

    		2.1 ms

  





  

    		2024-10-08 19:18:08.825423

    		-0.8 ms

  





  

    		2024-10-08 20:18:10.797796

    		0.0 ms

  





  

    		2024-10-08 21:18:13.32148

    		-2.1 ms

  





  

    		2024-10-08 22:18:14.873875

    		-1.8 ms

  





  

    		2024-10-08 23:18:16.950713

    		-2.8 ms

  





  

    		2024-10-09 00:18:19.271299

    		0.1 ms

  





  

    		2024-10-09 01:18:20.76653

    		-0.9 ms

  





  

    		2024-10-09 02:18:22.924764

    		1.7 ms

  





  

    		2024-10-09 03:18:25.574282

    		3.0 ms

  





  

    		2024-10-09 04:18:27.624827

    		-1.4 ms

  





  

    		2024-10-09 05:18:29.275694

    		-1.4 ms

  





  

    		2024-10-09 06:18:32.263706

    		-1.0 ms

  





  

    		2024-10-09 07:18:34.207536

    		-1.9 ms

  





  

    		2024-10-09 08:18:36.207934

    		7.4 ms

  





  

    		2024-10-09 09:18:37.6929

    		0.1 ms

  





  

    		2024-10-09 10:18:39.142339

    		0.8 ms

  





  

    		2024-10-09 11:18:40.808672

    		1.1 ms

  





  

    		2024-10-09 12:18:42.394586

    		-1.0 ms

  





  

    		2024-10-09 13:18:43.960108

    		-1.2 ms

  





  

    		2024-10-09 14:18:45.630668

    		-1.3 ms

  





  

    		2024-10-09 15:18:47.662833

    		1.8 ms

  





  

    		2024-10-09 16:18:51.425847

    		1.2 ms

  





  

    		2024-10-09 17:18:53.432317

    		-0.7 ms

  





  

    		2024-10-09 18:18:57.209712

    		-0.9 ms

  





  

    		2024-10-09 19:18:59.032233

    		2.4 ms

  





  

    		2024-10-09 20:19:03.359005

    		-1.2 ms

  





  

    		2024-10-09 21:19:07.237508

    		-2.0 ms

  





  

    		2024-10-09 22:19:11.254058

    		-0.9 ms

  





  

    		2024-10-09 23:19:12.747713

    		-0.2 ms

  





  

    		2024-10-10 00:19:14.405772

    		-1.2 ms

  





  

    		2024-10-10 01:19:16.148713

    		-0.8 ms

  





  

    		2024-10-10 02:19:18.463224

    		-0.9 ms

  





  

    		2024-10-10 03:19:21.664429

    		-0.4 ms

  





  

    		2024-10-10 04:19:24.115886

    		0.0 ms

  





  

    		2024-10-10 05:19:26.95607

    		-1.1 ms

  





  

    		2024-10-10 06:19:29.911862

    		-0.8 ms

  





  

    		2024-10-10 07:19:31.754549

    		-1.1 ms

  





  

    		2024-10-10 08:19:34.098696

    		-0.1 ms

  





  

    		2024-10-10 09:19:36.000304

    		0.2 ms

  





  

    		2024-10-10 10:19:37.977771

    		2.6 ms

  





  

    		2024-10-10 11:19:39.959065

    		-1.5 ms

  





  

    		2024-10-10 12:19:42.743171

    		0.9 ms

  





  

    		2024-10-10 13:19:44.846439

    		1.2 ms

  





  

    		2024-10-10 14:19:46.568049

    		1.4 ms

  





  

    		2024-10-10 15:19:48.342398

    		-0.5 ms

  





  

    		2024-10-10 16:19:50.54825

    		-2.0 ms

  





  

    		2024-10-10 17:19:52.887428

    		-0.8 ms

  





  

    		2024-10-10 18:19:54.842285

    		0.7 ms

  





  

    		2024-10-10 19:19:57.243113

    		-0.9 ms

  





  

    		2024-10-10 20:20:00.759066

    		-1.6 ms

  





  

    		2024-10-10 21:20:02.261124

    		-1.9 ms

  





  

    		2024-10-10 22:20:05.448074

    		-0.1 ms

  





  

    		2024-10-10 23:20:08.866242

    		-0.7 ms

  





  

    		2024-10-11 00:20:12.229803

    		-1.0 ms

  





  

    		2024-10-11 01:20:14.102005

    		1.7 ms

  





  

    		2024-10-11 02:20:17.98284

    		0.1 ms

  





  

    		2024-10-11 03:20:20.143269

    		3.8 ms

  





  

    		2024-10-11 04:20:22.977605

    		0.3 ms

  





  

    		2024-10-11 05:20:24.972535

    		1.4 ms

  





  

    		2024-10-11 06:20:26.789153

    		0.1 ms

  





  

    		2024-10-11 07:20:29.397684

    		0.3 ms

  





  

    		2024-10-11 08:20:30.805149

    		1.0 ms

  





  

    		2024-10-11 09:20:32.434084

    		1.4 ms

  





  

    		2024-10-11 10:20:34.817563

    		1.9 ms

  





  

    		2024-10-11 11:20:37.248793

    		0.2 ms

  





  

    		2024-10-11 12:20:38.807952

    		-4.4 ms

  





  

    		2024-10-11 13:20:40.27524

    		-0.4 ms

  





  

    		2024-10-11 14:20:42.915427

    		-12.6 ms

  





  

    		2024-10-11 15:20:45.195237

    		0.6 ms

  





  

    		2024-10-11 16:20:46.71159

    		-0.2 ms

  





  

    		2024-10-11 17:20:48.77382

    		-1.8 ms

  





  

    		2024-10-11 18:20:50.339649

    		1.4 ms

  





  

    		2024-10-11 19:20:51.926525

    		-0.6 ms

  





  

    		2024-10-11 20:20:54.245084

    		2.0 ms

  





  

    		2024-10-11 21:20:55.949161

    		1.2 ms

  





  

    		2024-10-11 22:20:57.941445

    		-2.3 ms

  





  

    		2024-10-11 23:21:00.121544

    		-9.4 ms

  





  

    		2024-10-12 00:21:03.055464

    		-12.1 ms

  





  

    		2024-10-12 01:21:06.260172

    		-3.1 ms

  





  

    		2024-10-12 02:21:08.284746

    		-0.6 ms

  





  

    		2024-10-12 03:21:10.96043

    		-2.4 ms

  





  

    		2024-10-12 04:21:13.745555

    		-0.7 ms

  





  

    		2024-10-12 05:21:17.358616

    		-1.1 ms

  





  

    		2024-10-12 06:21:19.502109

    		0.0 ms

  





  

    		2024-10-12 07:21:21.267914

    		1.1 ms

  





  

    		2024-10-12 08:21:23.757794

    		-0.3 ms

  





  

    		2024-10-12 09:21:25.562743

    		-0.5 ms

  





  

    		2024-10-12 10:21:28.644188

    		-1.1 ms

  





  

    		2024-10-12 11:21:30.460033

    		1.8 ms

  





  

    		2024-10-12 12:21:33.820173

    		0.6 ms

  





  

    		2024-10-12 13:21:36.574481

    		-0.2 ms

  





  

    		2024-10-12 14:21:38.749531

    		-1.6 ms

  





  

    		2024-10-12 15:21:41.455549

    		-0.9 ms

  





  

    		2024-10-12 16:21:43.757432

    		2.9 ms

  





  

    		2024-10-12 17:21:46.811672

    		0.2 ms

  





  

    		2024-10-12 18:21:49.178465

    		-4.2 ms

  





  

    		2024-10-12 19:21:51.278202

    		-3.4 ms

  





  

    		2024-10-12 20:21:52.802233

    		-0.7 ms

  





  

    		2024-10-12 21:21:56.096456

    		0.2 ms

  





  

    		2024-10-12 22:21:58.853977

    		-0.7 ms

  





  

    		2024-10-12 23:22:02.152184

    		0.8 ms

  





  

    		2024-10-13 00:22:04.506622

    		1.9 ms

  





  

    		2024-10-13 01:22:06.726615

    		0.3 ms

  





  

    		2024-10-13 02:22:08.443639

    		-1.5 ms

  





  

    		2024-10-13 03:22:10.393223

    		1.7 ms

  





  

    		2024-10-13 04:22:11.915042

    		-0.8 ms

  





  

    		2024-10-13 05:22:15.169936

    		1.1 ms

  





  

    		2024-10-13 06:22:17.046499

    		-0.2 ms

  





  

    		2024-10-13 07:22:18.781244

    		-0.1 ms

  





  

    		2024-10-13 08:22:21.500743

    		1.9 ms

  





  

    		2024-10-13 09:22:24.516434

    		2.5 ms

  





  

    		2024-10-13 10:22:26.942003

    		0.6 ms

  





  

    		2024-10-13 11:22:30.053371

    		1.5 ms

  





  

    		2024-10-13 12:22:33.705508

    		-0.8 ms

  





  

    		2024-10-13 13:22:37.373368

    		0.8 ms

  





  

    		2024-10-13 14:22:39.01276

    		-0.2 ms

  





  

    		2024-10-13 15:22:43.018073

    		1.0 ms

  





  

    		2024-10-13 16:22:46.774438

    		0.8 ms

  





  

    		2024-10-13 17:22:48.808297

    		-0.3 ms

  





  

    		2024-10-13 18:22:51.894508

    		1.1 ms

  





  

    		2024-10-13 19:22:55.462742

    		1.2 ms

  





  

    		2024-10-13 20:22:58.119525

    		-0.8 ms

  





  

    		2024-10-13 21:22:59.549082

    		-1.3 ms

  





  

    		2024-10-13 22:23:01.552556

    		0.7 ms

  





  

    		2024-10-13 23:23:03.721694

    		-0.4 ms

  





  

    		2024-10-14 00:23:05.859828

    		-1.4 ms

  





  

    		2024-10-14 01:23:07.785647

    		-1.1 ms

  





  

    		2024-10-14 02:23:09.515745

    		-1.2 ms

  





  

    		2024-10-14 03:23:11.203477

    		-1.2 ms

  





  

    		2024-10-14 04:23:13.284049

    		0.6 ms

  





  

    		2024-10-14 05:23:16.265631

    		0.9 ms

  





  

    		2024-10-14 06:23:19.229911

    		2.7 ms

  





  

    		2024-10-14 07:23:20.895169

    		0.9 ms

  





  

    		2024-10-14 08:23:24.074938

    		0.7 ms

  





  

    		2024-10-14 09:23:26.146763

    		1.6 ms

  





  

    		2024-10-14 10:23:27.793427

    		1.2 ms

  





  

    		2024-10-14 11:23:29.260913

    		-0.3 ms

  





  

    		2024-10-14 12:23:31.021394

    		2.1 ms

  





  

    		2024-10-14 13:23:33.940953

    		1.4 ms

  





  

    		2024-10-14 14:23:36.168065

    		-0.8 ms

  





  

    		2024-10-14 15:23:37.600866

    		-0.6 ms

  





  

    		2024-10-14 16:23:39.15246

    		-2.4 ms

  





  

    		2024-10-14 17:23:40.815137

    		0.4 ms

  





  

    		2024-10-14 18:23:43.04366

    		-0.1 ms

  





  

    		2024-10-14 19:23:44.505179

    		-1.3 ms

  





  

    		2024-10-14 20:23:46.864969

    		-0.1 ms

  





  

    		2024-10-14 21:23:49.079043

    		-1.9 ms

  





  

    		2024-10-14 22:23:50.860434

    		1.3 ms

  





  

    		2024-10-14 23:23:53.504321

    		-1.1 ms

  





  

    		2024-10-15 00:23:56.568856

    		-0.8 ms

  





  

    		2024-10-15 01:23:59.473558

    		-0.3 ms

  





  

    		2024-10-15 02:24:02.536341

    		3.1 ms

  





  

    		2024-10-15 03:24:04.395338

    		1.7 ms

  





  

    		2024-10-15 04:24:07.097048

    		-0.2 ms

  





  

    		2024-10-15 05:24:09.123433

    		0.3 ms

  





  

    		2024-10-15 06:24:12.132035

    		1.5 ms

  





  

    		2024-10-15 07:24:14.340086

    		1.4 ms

  





  

    		2024-10-15 08:24:16.098135

    		-0.4 ms

  





  

    		2024-10-15 09:24:17.990365

    		0.0 ms

  





  

    		2024-10-15 10:24:20.263647

    		-1.4 ms

  





  

    		2024-10-15 11:24:22.179325

    		0.2 ms

  





  

    		2024-10-15 12:24:23.774733

    		-0.4 ms

  





  

    		2024-10-15 13:24:25.333103

    		-0.2 ms

  





  

    		2024-10-15 14:24:26.940858

    		-2.3 ms

  





  

    		2024-10-15 15:24:28.758334

    		2.0 ms

  





  

    		2024-10-15 16:24:31.735924

    		-1.3 ms

  





  

    		2024-10-15 17:24:33.301836

    		0.7 ms

  





  

    		2024-10-15 18:24:36.376595

    		1.8 ms

  





  

    		2024-10-15 19:24:38.973037

    		1.9 ms

  





  

    		2024-10-15 20:24:41.44614

    		0.2 ms

  





  

    		2024-10-15 21:24:43.593899

    		-0.7 ms

  





  

    		2024-10-15 22:24:45.988155

    		0.5 ms

  





  

    		2024-10-15 23:24:49.014461

    		-1.7 ms

  





  

    		2024-10-16 00:24:50.963535

    		-0.6 ms

  





  

    		2024-10-16 01:24:54.721205

    		0.3 ms

  





  

    		2024-10-16 02:24:58.459301

    		0.3 ms

  





  

    		2024-10-16 03:25:00.64179

    		1.3 ms

  





  

    		2024-10-16 04:25:04.884334

    		1.4 ms

  





  

    		2024-10-16 05:25:08.863911

    		0.0 ms

  





  

    		2024-10-16 06:25:10.453733

    		2.2 ms

  





  

    		2024-10-16 07:25:12.046303

    		0.4 ms

  





  

    		2024-10-16 08:25:13.519199

    		2.4 ms

  





  

    		2024-10-16 09:25:15.663107

    		0.8 ms

  





  

    		2024-10-16 10:25:17.655088

    		1.6 ms

  





  

    		2024-10-16 11:25:19.970825

    		0.7 ms

  





  

    		2024-10-16 12:25:21.724984

    		2.3 ms

  





  

    		2024-10-16 13:25:23.586843

    		2.6 ms

  





  

    		2024-10-16 14:25:25.147521

    		1.9 ms

  





  

    		2024-10-16 15:25:26.878284

    		1.5 ms

  





  

    		2024-10-16 16:25:28.985271

    		1.3 ms

  





  

    		2024-10-16 17:25:30.815942

    		-0.7 ms

  





  

    		2024-10-16 18:25:33.029592

    		-0.5 ms

  





  

    		2024-10-16 19:25:35.203571

    		0.5 ms

  





  

    		2024-10-16 20:25:36.791595

    		1.6 ms

  





  

    		2024-10-16 21:25:38.354633

    		0.2 ms

  





  

    		2024-10-16 22:25:41.652311

    		0.0 ms

  





  

    		2024-10-16 23:25:43.919685

    		-0.1 ms

  





  

    		2024-10-17 00:25:45.737316

    		3.7 ms

  





  

    		2024-10-17 01:25:47.368152

    		-0.8 ms

  





  

    		2024-10-17 02:25:49.586273

    		1.9 ms

  





  

    		2024-10-17 03:25:51.788391

    		-0.1 ms

  





  

    		2024-10-17 04:25:55.507177

    		1.0 ms

  





  

    		2024-10-17 05:25:57.518738

    		1.2 ms

  





  

    		2024-10-17 06:25:59.326453

    		2.5 ms

  





  

    		2024-10-17 07:26:00.957399

    		1.2 ms

  





  

    		2024-10-17 08:26:02.836806

    		1.7 ms

  





  

    		2024-10-17 09:26:04.404091

    		1.0 ms

  





  

    		2024-10-17 10:26:05.857189

    		1.5 ms

  





  

    		2024-10-17 11:26:09.087029

    		0.1 ms

  





  

    		2024-10-17 12:26:10.721441

    		-0.6 ms

  





  

    		2024-10-17 13:26:12.457378

    		1.7 ms

  





  

    		2024-10-17 14:26:14.252437

    		1.6 ms

  





  

    		2024-10-17 15:26:16.233533

    		-0.3 ms

  





  

    		2024-10-17 16:26:22.705337

    		2.0 ms

  





  

    		2024-10-17 17:26:24.822949

    		1.4 ms

  





  

    		2024-10-17 18:26:26.475968

    		2.7 ms

  





  

    		2024-10-17 19:26:28.843565

    		1.0 ms

  





  

    		2024-10-17 20:26:32.775668

    		1.6 ms

  





  

    		2024-10-17 21:26:35.410364

    		-0.8 ms

  





  

    		2024-10-17 22:26:38.52921

    		0.4 ms

  





  

    		2024-10-17 23:26:40.607662

    		0.2 ms

  





  

    		2024-10-18 00:26:42.950331

    		0.2 ms

  





  

    		2024-10-18 01:26:45.172367

    		-1.5 ms

  





  

    		2024-10-18 02:26:47.13643

    		1.4 ms

  





  

    		2024-10-18 03:26:48.87227

    		2.1 ms

  





  

    		2024-10-18 04:26:51.668018

    		0.5 ms

  





  

    		2024-10-18 05:26:53.268815

    		1.2 ms

  





  

    		2024-10-18 06:26:55.792834

    		2.1 ms

  





  

    		2024-10-18 07:26:58.035313

    		0.1 ms

  





  

    		2024-10-18 08:27:00.052878

    		-0.1 ms

  





  

    		2024-10-18 09:27:02.753187

    		-0.3 ms

  





  

    		2024-10-18 10:27:04.474153

    		1.6 ms

  





  

    		2024-10-18 11:27:06.294474

    		-3.2 ms

  





  

    		2024-10-18 12:27:08.015293

    		0.5 ms

  





  

    		2024-10-18 13:27:09.802634

    		-0.3 ms

  





  

    		2024-10-18 14:27:11.834756

    		4.0 ms

  





  

    		2024-10-18 15:27:13.497339

    		2.2 ms

  





  

    		2024-10-18 16:27:16.360107

    		1.2 ms

  





  

    		2024-10-18 17:27:18.817818

    		-2.7 ms

  





  

    		2024-10-18 18:27:20.378539

    		-0.1 ms

  





  

    		2024-10-18 19:27:22.855704

    		-1.1 ms

  





  

    		2024-10-18 20:27:25.243332

    		-2.7 ms

  





  

    		2024-10-18 21:27:27.065359

    		-0.6 ms

  





  

    		2024-10-18 22:27:31.379825

    		-0.8 ms

  





  

    		2024-10-18 23:27:32.965993

    		-3.6 ms

  





  

    		2024-10-19 00:27:34.701061

    		2.0 ms

  





  

    		2024-10-19 01:27:36.678453

    		0.2 ms

  





  

    		2024-10-19 02:27:39.888488

    		-1.4 ms

  





  

    		2024-10-19 03:27:42.063383

    		-0.9 ms

  





  

    		2024-10-19 04:27:43.916367

    		1.2 ms

  





  

    		2024-10-19 05:27:46.343556

    		-1.8 ms

  





  

    		2024-10-19 06:27:48.982291

    		-1.2 ms

  





  

    		2024-10-19 07:27:51.047237

    		1.6 ms

  





  

    		2024-10-19 08:27:53.402338

    		-0.7 ms

  





  

    		2024-10-19 09:27:56.150714

    		1.1 ms

  





  

    		2024-10-19 10:27:58.943538

    		2.2 ms

  





  

    		2024-10-19 11:28:02.2837

    		2.6 ms

  





  

    		2024-10-19 12:28:05.239949

    		0.9 ms

  





  

    		2024-10-19 13:28:06.760552

    		0.1 ms

  





  

    		2024-10-19 14:28:09.216806

    		2.6 ms

  





  

    		2024-10-19 15:28:11.416443

    		1.5 ms

  





  

    		2024-10-19 16:28:13.31352

    		0.0 ms

  





  

    		2024-10-19 17:28:15.495877

    		1.9 ms

  





  

    		2024-10-19 18:28:17.682809

    		1.9 ms

  





  

    		2024-10-19 19:28:19.543393

    		-0.7 ms

  





  

    		2024-10-19 20:28:22.267504

    		1.1 ms

  





  

    		2024-10-19 21:28:24.316812

    		1.8 ms

  





  

    		2024-10-19 22:28:27.456434

    		1.4 ms

  





  

    		2024-10-19 23:28:29.056049

    		-1.1 ms

  





  

    		2024-10-20 00:28:31.010409

    		1.5 ms

  





  

    		2024-10-20 01:28:33.676091

    		-1.0 ms

  





  

    		2024-10-20 02:28:35.648072

    		-0.9 ms

  





  

    		2024-10-20 03:28:37.436797

    		2.5 ms

  





  

    		2024-10-20 04:28:39.903946

    		2.2 ms

  





  

    		2024-10-20 05:28:41.773725

    		1.1 ms

  





  

    		2024-10-20 06:28:43.378933

    		-2.0 ms

  





  

    		2024-10-20 07:28:45.82213

    		2.0 ms

  





  

    		2024-10-20 08:28:47.434923

    		0.2 ms

  





  

    		2024-10-20 09:28:49.258485

    		-0.9 ms

  





  

    		2024-10-20 10:28:52.921127

    		0.1 ms

  





  

    		2024-10-20 11:28:55.075966

    		-0.6 ms

  





  

    		2024-10-20 12:28:58.277255

    		-1.5 ms

  





  

    		2024-10-20 13:29:01.076098

    		1.7 ms

  





  

    		2024-10-20 14:29:02.683518

    		-1.8 ms

  





  

    		2024-10-20 15:29:04.971273

    		-1.5 ms

  





  

    		2024-10-20 16:29:07.563148

    		-1.0 ms

  





  

    		2024-10-20 17:29:09.416312

    		0.6 ms

  





  

    		2024-10-20 18:29:11.113763

    		0.1 ms

  





  

    		2024-10-20 19:29:14.154364

    		0.2 ms

  





  

    		2024-10-20 20:29:16.481787

    		-0.4 ms

  





  

    		2024-10-20 21:29:18.351674

    		-0.7 ms

  





  

    		2024-10-20 22:29:20.227961

    		-1.5 ms

  





  

    		2024-10-20 23:29:23.567549

    		-0.4 ms

  





  

    		2024-10-21 00:29:26.731257

    		-1.7 ms

  





  

    		2024-10-21 01:29:29.797025

    		-1.5 ms

  





  

    		2024-10-21 02:29:32.044281

    		0.7 ms

  





  

    		2024-10-21 03:29:34.55257

    		-0.6 ms

  





  

    		2024-10-21 04:29:36.605665

    		-2.2 ms

  





  

    		2024-10-21 05:29:39.019585

    		-1.4 ms

  





  

    		2024-10-21 06:29:42.146761

    		-0.8 ms

  





  

    		2024-10-21 07:29:43.87754

    		0.6 ms

  





  

    		2024-10-21 08:29:46.667239

    		-0.7 ms

  





  

    		2024-10-21 09:29:49.597697

    		-0.2 ms

  





  

    		2024-10-21 10:29:51.641443

    		7.9 ms

  





  

    		2024-10-21 11:29:54.243932

    		3.2 ms

  





  

    		2024-10-21 12:29:56.328316

    		-0.2 ms

  





  

    		2024-10-21 13:29:58.207046

    		4.9 ms

  





  

    		2024-10-21 14:30:00.418766

    		2.2 ms

  





  

    		2024-10-21 15:30:02.03966

    		0.0 ms

  





  

    		2024-10-21 16:30:03.532046

    		-0.4 ms

  





  

    		2024-10-21 17:30:05.050472

    		-0.6 ms

  





  

    		2024-10-21 18:30:06.859717

    		-1.9 ms

  





  

    		2024-10-21 19:30:08.81982

    		-0.2 ms

  





  

    		2024-10-21 20:30:10.495909

    		1.0 ms

  





  

    		2024-10-21 21:30:14.747144

    		0.9 ms

  





  

    		2024-10-21 22:30:16.920986

    		1.1 ms

  





  

    		2024-10-21 23:30:19.165412

    		0.6 ms

  





  

    		2024-10-22 00:30:20.887153

    		0.7 ms

  





  

    		2024-10-22 01:30:24.067452

    		-0.3 ms

  





  

    		2024-10-22 02:30:27.020632

    		0.8 ms

  





  

    		2024-10-22 03:30:29.421965

    		0.4 ms

  





  

    		2024-10-22 04:30:31.480078

    		0.0 ms

  





  

    		2024-10-22 05:30:35.718304

    		1.0 ms

  





  

    		2024-10-22 06:30:37.845377

    		1.8 ms

  





  

    		2024-10-22 07:30:40.89673

    		1.9 ms

  





  

    		2024-10-22 08:30:43.461681

    		-2.6 ms

  





  

    		2024-10-22 09:30:45.456615

    		0.3 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

 

  

    		2024-10-22 10:11:54.648 UTC

    		163.116.168.119

    		Louise Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-03 17:10:41 UTC.

  

  

    		2024-10-22 10:12:16.489 UTC

    		163.116.168.120

    		Anna Wastesson (AW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-10-22 10:13:36.41 UTC

    		163.116.168.120

    		Anna Wastesson (AW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-03 17:10:41 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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